
Course Description Form
	1. Course Name: Networks and Communication

	

	2. Course Code: 

	

	3. Semester / Year: First Semester / 2023-2024

	

	4. Description Preparation Date: 2024

	

	5. Available Attendance Forms: Mandatory attendance

	

	6. Number of Credit Hours (Total) / Number of Units (Total) 3 hours theoretical  per week / 3 Units

	

	7. Course administrator's name (mention all, if more than one name) 

	Name: Prof. Dr. Jumana Waleed salih
Email:  jumanawaleed@uodiyala.edu.iq


	8. Course Objectives 

	Course Objectives
This academic curriculum provides a basic introduction, fundamentals, and configuration of networks.
	Course Objectives

1. The goal required of the student to successfully pass the course requirements is for the student to become aware of the principles of networks, their layers, topology, protocols, standards, etc.

2. The student’s awareness of the types and types of research methods.

3. Developing the student’s ability to use the software available in this field in addition to the skills he acquires in the field.

	9. Teaching and Learning Strategies 

	Strategy
	1- Building the basics of computer networks and communication for students.

2- Enabling students to solve problems related to the intellectual framework of network problems via the Internet

3- Enabling students to solve problems in configuring routers and switches.


	10. Course Structure
Week
hours
Required learning outcomes
Unit name and/or topic
Education method
Evaluation method
1
3

Signal categorizes and properties
Introduction - Signals and Systems
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
2
3

Answering Fundamental Questions, Network Components, Network Types, Network Representations, Standards
Computer networks and communication Fundamentals Review
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
3
3

The relationship among the layers of the TCP/IP protocol suite and the layers of OSI
Network OSI Layers
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
4
3

Private and Public IPv4 Addresses, Classful Addressing, Classless Addressing, and Network Segmentation - Subnetting
Addressing the Network: IPv4 - Introduction to IPv6
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
5
3

Introduction, Functional Areas, Copper Cabling, Fiber-Optic Cabling, Wireless Media, and Network Topology
Physical Layer - Media for Communications
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
6
3

Benefits, Sublayers, Ethernet Frames, Ethernet Mac Address, Switching, and Virtual LANs
Data Link Layer - Layer 2 Switching
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
7
3

Error Detection and Correction Codes, Port Security, Redundancy in Layer 2 Switched Networks, and how Spanning Tree Works
Data Link Layer - Layer 2 Switching
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
8
3

Routing table and Types of Routing Protocols
Network Layer - CISCO router OS
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
9
3

Using ACLs to Secure Networks, (NAT, PAT, and Tunnel: configuration, benefits, and drawbacks)
Access Control Lists (ACLs), Network Address Translation (NAT) and Port Address Translation (PAT), and Tunnelling
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
10
3

Fundamentals
Radio Frequency
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
11
3

Fundamentals, and TCP and UDP Applications
Transport Layer
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
12
3

Fundamentals, Basic models
Application Layer
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
13
3

(Seminars)
Sensors Networks 
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
14
3

(Seminars)
Advanced Networks - Networks Security
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
15
3

Exam
Daily exams and homework, in addition to monthly exams


	11. Course Evaluation

	Distributing the score out of 100 according to the tasks assigned to the student such as daily preparation, dailyoral, monthly, or written exams, reports .... etc 

	12. Learning and Teaching Resources 

	Required textbooks (curricular books, if any)
	Behrouz A. Forouzan and Sophia Chung Fegan, "DATA COMMUNICATIONS AND NETWORKING", Fourth Edition, 2007.

	Main references (sources)
	Rick Graziani and Allan Johnson, "Routing Protocols and Concepts CCNA Exploration Companion Guide", Second Printing, 2008.
ANDREW S. TANENBAUM and DAVID J. WETHERALL, "Computer networks", Fifth Edition, 2011.

	Recommended books and references (scientific journals, reports...)
	

	Electronic References, Websites
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