
Course Description Form
	1. Course Name: Network Security

	

	2. Course Code: 412COEC

	

	3. Semester / Year: Second Semester / 2023-2024

	

	4. Description Preparation Date: 2024

	

	5. Available Attendance Forms: Mandatory attendance

	

	6. Number of Credit Hours (Total) / Number of Units (Total) 3 hours theoretical  per week / 3 Units

	

	7. Course administrator's name (mention all, if more than one name) 

	Name: Prof.Dr. Ziyad Tariq Mustafa Al-Ta'i

Email:  Ziyad1964tariq@uodiyala.edu.iq


	8. Course Objectives 

	Course Objectives
This academic curriculum is a basic introduction to network security knowledge. The student will learn the main elements of network security in general and Internet security in particular, such as types of potential attacks; As well as the types and methods of protection over the web, the various types of encryption algorithms over the Internet, and what is the security of sessions. The curriculum aims to:-
	1. The goal required of the student in order to successfully pass the course requirements is for the student to become aware of the principles of network security and the importance of using them over the Internet, in addition to the applied fields in which this field is included.

2. The student’s awareness of the types and types of research methods.

3. Developing the student’s ability to use the software available in this field in addition to the skills he acquires in the field of programming and cryptographic mathematics.

	9. Teaching and Learning Strategies 

	Strategy
	1- Building the basics of computer security and computer network security for students.

2- Enabling students to solve problems related to the intellectual framework of security problems via the Internet

3- Enabling students to solve problems in building advanced encryption systems.


	10. Course Structure
Week
hours
Required learning outcomes
Unit name and/or topic
Education method
Evaluation method
1
3

Internet Security
the basics of the Internet security
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
2
3

Attacks
exploring the attacks techniques that can be used by attackers
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
3
3

Defence
exploring the ways of defense.
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
4
3

Hijacking
Control hijacking attacks
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
5
3

Fuzzyfing
Exploitation  fuzzying; techniques 
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
6
3

Secure System
Secure system design
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
7
3

Access Control
access control
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
8
3

Protection Code
protection Tools for writing robust application code
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
9
3

web security models
web security models
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
10
3

User authentication
User authentication
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
11
3

session management
session management
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
12
3

Attacks
Cross-Site Attacks; SQL Injection Attacks;
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
13
3

SSL
Basics of  SSL
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
14
3

HTTPs
Basics of  HTTPS,
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
15
3

Certificate
When and How certificates are used 
Daily exams and homework, in addition to monthly exams


	11. Course Evaluation

	Distributing the score out of 100 according to the tasks assigned to the student such as daily preparation, dailyoral, monthly, or written exams, reports .... etc 

	12. Learning and Teaching Resources 

	Required textbooks (curricular books, if any)
	Cryptography and network security, 5th Edition, William Stallings, 2011

	Main references (sources)
	Cryptography and network security, 8th Edition, William Stallings, 2019

	Recommended books and references (scientific journals, reports...)
	Network security and management , Wikipedia , 2014

	Electronic References, Websites
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