
Course Description Form
	1. Course Name: Internet of Things (IoT)

	

	2. Course Code: 

	

	3. Semester / Year: First Semester / 2023-2024

	

	4. Description Preparation Date: 2024

	

	5. Available Attendance Forms: Mandatory attendance

	

	6. Number of Credit Hours (Total) / Number of Units (Total) 3 hours theoretical per week / 3 Units

	

	7. Course administrator's name (mention all, if more than one name) 

	Name: Prof.Dr. Jamal Mustafa Abbas Al-Tuwaijari

Email:  dr.altuwaijari@uodiyala.edu.iq


	8. Course Objectives 

	Course Objectives
This academic curriculum is a basic introduction to Internet of Things. The student will learn modern networking and the main components and elements of Internet of Things and its architecture; As well as the Wireless Sensor Networks (WSNs) and Software Defined Networks (SDN), the curriculum aims to:
	1. Prepare the student to understand the concepts of Internet of Things and their applications. The goal required of the student to successfully pass the course requirements is for the student to become familiar with the principles of the Internet of Things and the importance of using it, in addition to the important applications of this field.
2. Providing the students with the knowledge of the structure of Internet of Things, which includes its hardware and software components.

The student’s awareness of the scope of the Internet of Things, Components of IoT-Enabled Things, Wireless Sensor Networks (WSNs) Motivations and Applications.

3. Improving the student’s level and providing her/ him with the scientific skills and abilities to understand methods for managing the Internet of Things and their vital applications in Today's world
4. Developing the student’s ability to use the software and applications available in the field of Internet of Things that are compatible with their applications and implementations.  

	9. Teaching and Learning Strategies 

	Strategy
	1.Building students’ basic knowledge and provides a comprehensive understanding about Internet of Things, their principles, basic concepts, elements and their applications.

2. Enabling students to acquire mental, cognitive, analytical and understanding skills in the field of Internet of Things and their important applications.

3. Enabling students to solve problems related to the intellectual and practical framework for managing the Internet of Things and its important applications


	10. Course Structure
Week
hours
Required learning outcomes
Unit name and/or topic
Education method
Evaluation method
1
3

Introduction to Internet of Things, Internet of Things Components: The Scope of the Internet of Things, Components of IoT-Enabled Things, Sensors, Actuators, Microcontrollers, Transceivers, RFID
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
2
3

The Internet of Things Architecture: IoT Architecture, ITU-T IoT Reference Model, IoT World Forum Reference Model
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
3
3

The Internet of Things Implementation: IoT Implementation, IoTivity, Cisco IoT System, ioBridge
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
4
3

Introduction to modern networking: The Networking Ecosystem, Example Network Architectures, Ethernet, Wi-Fi, 4G/5G Cellular, Network Convergence, Types of Network and Internet Traffic
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
5
3

Wireless Sensor Networks (WSNs) Motivations and Applications: Definitions and Background, Challenges and Constraints, Applications
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
6
3

WSN Node Architecture and OS: The Sensing Subsystem, The Processor Subsystem, Communication Interfaces, OS Functional Aspects, OS Nonfunctional Aspects
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
7
3

Software Defined Networks (SDN): Background and Motivation, Evolving Network Requirements, The SDN Approach, SDN Architecture, Characteristics of Software-Defined Networking
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
8
3

SDN Data and Control Planes: SDN Data Plane, OpenFlow Protocol, SDN Control Plane Architecture, ITU-T Model, OpenDaylight, Cooperation and Coordination Among Controllers
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
9
3

Network Functions Virtualization (NFV): Background and Motivation for NFV, Virtual Machines, NFV Concepts, NFV Principles, NFV Benefits and Requirements, NFV Reference Architecture
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
10
3

Network Virtualization: Virtual LANs, OpenFlow VLAN Support, Virtual Private Networks, Network Virtualization Architecture, Benefits of Network Virtualization, OpenDaylight’s Virtual Tenant Network
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
11
3

Cloud Computing: Basic Concepts; Cloud Services, Software as  a Service, Platform as a Service, Infrastructure as a Service,
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
12
3

Other Cloud Services, XaaS; Cloud Deployment Models; Public Cloud, Private Cloud, Community Cloud, Hybrid Cloud
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
13
3

Cloud Architecture: NIST Cloud Computing Reference Architecture, ITU-T Cloud Computing Reference Architecture, Integration of SDN and NFV, Fog Computing

Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
14
3

New Security Challenges: SDN Security, NFV Security, Cloud Security
Electronic lecture using Microsoft Editor
Daily exams and homework, in addition to monthly exams
15
3

IoT Security: The Patching Vulnerability, IoT Security and Privacy Requirements Defined by ITU-T, IoT Security Framework
Daily exams and homework, in addition to monthly exams


	11. Course Evaluation

	Distributing the score out of 100 according to the tasks assigned to the student such as daily preparation, dailyoral, monthly, or written exams, reports .... etc 

	12. Learning and Teaching Resources 

	Required textbooks (curricular books, if any)
	Foundations of Modern

Networking

SDN, NFV, QoE, IoT, and Cloud
William Stallings

	Main references (sources)
	INTERNET OF

THINGS (IoT)

Technologies, Applications,
Challenges, and Solutions
Edited by: B.K. Tripathy, J. Anuradha

	Recommended books and references (scientific journals, reports...)
	                    FUNDAMENTALS OF

                        WIRELESS SENSOR

                               NETWORKS
Waltenegus Dargie, Christian Poellabauer

	Electronic References, Websites
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