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the basics of
the Internet

security

exploring the
attacks

techniques
that

can be used by

attackers

the ways of

defense.

Control
hijacking
attacks

Exploitation
techniques and

fuzzying;

Secure system
design

access control.

protection Tools for




writing robust

application code

web security
models

User authentication

session
management

Cross-Site
Attacks;
SQL Injection
Attacks;

What is SSL;

/hat is HTTPS, how it
works, its pitfalls;.

What is
certificates, where

it can be used and
how can

created;
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Cryptography and network security, (s O ngiall ) Alladd) 3 jaall il
5th 1 -
Edition, William Stallings, 2011
Network Security and (obadl) s )l aal el
Management. PHI Learning Pvt.
Ltd., 2011.




Guide to computer network security.
Heidelberg, Germany: Springer,
2013.
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https://www.cisco.com/c/ar_ae/products/security/what-
is-cybersecurity.html
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