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Abstract

Security plays a vital role in digital information and data protection. To
provide security reasonably and appropriately, encryption algorithms must be used.
One of the most advanced algorithms in data security is Chacha20. It is a

lightweight-stream cipher algorithm.

The proposed system was built based on the Chacha20 algorithm. A
proposed system consists of a three-stage and NIST test: Chaotic maps
stage,chaotic keystream generation stage, and IChacha20 encryption /decryption
Operation Stage. The first stage included the creation of an initial matrix with size
[16*16] with a random selection of elements from the initial matrix. The second
stage included creating input to matrix called Chacha x-matrix With the
implementation of the so-called quarter-round that represents the mathematical
model of the algorithm. Finally, The third stage included the 1Chacha20 encryption
/decryption operation. National Institute of Standards and Technology (NIST)
Package tests prove that the keys (which are generated by the IChacha20
algorithm) are random and unpredictable, so they are robustness against the
attacks. 1IChacha20 keystream is passed most of the NIST tests with high success

rates.

The proposed [IChacha20 algorithm was applied to multi-
media, including text, We used the correlation coefficient metric, the best results
have been obtained. Also, the results showed values of metrics ciphering images
using the proposed algorithm and they were better than the values obtained using
the original algorithm . As well as, the audio signal, the results had provided values

of metrics that evaluating the ciphering of audio samples by using 1Chacha20,



where showed the results best values for the metrics both of correlation coefficient

and signal to noise ratio.

The proposed IChacha20 has obtained faster execution time than the
original Chacha20, where the execution time of the original Chacha20
algorithm was= 02:07:1sec while the execution time of the proposed algorithm was
=01:26:4 sec.
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Chapter One General Introduction

Chapter One

Introduction

1.1 Overview

Network security is a general term that incorporates a plurality of
technologies, devices (hardware), and processes (software). In its simplest term, it
is a collection of rules and components engineered to protect the integrity,
accessibility as well as the confidentiality of communications systems and
information using both software and hardware technology. Each institution,
regardless of size, infrastructure or industry, required a degree of security of the
network solutions to protect it from the ever—growing digital threat landscape that
exists today [1]

The rapid development of modern web technology and information technology
causes individuals, businesses, and government departments to join the Internet,
which creates more illegitimate users to attack and devastate the network by
Imitating internet sites, Trojan horses, fake mail, and backdoor viruses at the same
time. The aim of the intruding and attacks on the network are computer devices,
therefore, as soon as the intruders succeed, they will cause thousands of computers
on the network in a crippled state. Besides, some intruders with ulterior motives
perceive the government and the military as the goal that poses enormous threats to

national and social security [2].

Cryptography is used for information safety of digital reality for today. It
means hidden secrets are concerned with encryption. Cryptography is the science
of hiding information. More broadly, it is about designing and analyzing protocols

that obstruct the enemy[3]. Various aspects of information security, such as data
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integrity, confidentiality, authentication, and non-repudiation, are central to

modern cryptography [4].

The Cryptography system can be divided into two parts: first,
Is symmetric-key cryptography and the second is public-key cryptography.
symmetric-key cryptography: In a symmetric-key cryptography system
dispatcherand recipient share one key which is utilized to encrypt and decrypt a
message. It is also named secret-key cryptography. The algorithms used for
symmetric key cryptography are named symmetric-key algorithms. There are two
kinds of symmetrical algorithms, like block cipher & stream cipher. Stream ciphers
encrypt bits of information one at a time but block ciphers encrypt information by

fractioned it into blocks [5].

Algorithms in Cryptographic take an important role in providing the
data security against malignant attacks. The competence of the
cryptographic algorithm does not only rely on its time taken for encryption
and decryption, and it also accounts for the number of the stages utilized to obtain
the cipher-text from an original-text[1]. Chacha20 algorithm is one of the common
encryption algorithms. Chacha20 is a high-speed stream cipher based on the
Salsa20 cipher designed by Daniel J. Bernstein. It aims to improve performance by
increasing the diffusion in each round [6]. Although it is a powerful and modern
algorithm, it is also may be threatened in penetration, therefore in this thesis, chaos
functions were used to generate a random key used with the rounds to increase its
strength to IChacha20 based on chaotic functions (Chebyshev and Tent maps).
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1.2 Related Works
Many researchers and mathematicians have suggested many works about
the Improved Chacha20 algorithm. The following are some studies and
discussions that can so far associate works to the suggested work in this thesis:

1. Daniel J. Bernstein in (2008) [7]: In this article, the author introduced the
Chacha family of stream ciphers, a separate version of the Salsa20 family.
Chacha implements the same general style principles as Salsa 20 but has
modified some of the details. More specifically, there is an improved amount
of diffusion each round. He is conceived that the minimal number of secure
rounds for Chacha is smaller (and not larger!) than the minimal number of
secure rounds for Salsa20. So presents the Chacha family and describes the
variation between Salsa 20 and Chacha. The results of the comparison of the
Chacha 20 algorithm with the Salsa algorithm showed the following: the same
speed on a 64-bit amd64-architecture Core 2 (6f6), the same speed on a 64-bit
Sparc-architecture Ultra SPARC 1V, 5% faster on a 64-bit amd64-architecture
Athlon 64 (15,75,2), 5% faster on a 32-bit x86-architecture Pentium D (f47),
5% faster on a 64-bit ppc64-architecture PowerPC G5 (750), 6% faster on a
32-bit ppc32-architecture PowerPC G4 (7410), 8% faster on a 32-bit x86-
architecture Pentium M (695), and 28% faster on a 64-bit amd64-architecture
Pentium D (f64).

2. S.Maitra in (2016) [8]: In this paper, he revisits the work of Aumasson et.al,
whose analyzed the Salsa and Chacha 20 code, to provide a clearer insight of
the existing attack (22*® complexity for ChaCha7, i.e., 7 rounds) and show
certain improvements (complexity around 22%3) by exploiting additional
Probabilistic Neutral Bits(PNB). More importantly, he described a novel idea
that explores the proper choice of the initial vector (1'Vs) corresponding to the
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keys, for which the complexity can be improved further (223°). The choice of
IVs corresponding to the keys is the prime observation of this work. he
systematically shows how a single difference propagates after one round and
how the differences can be reduced with proper choices of 1Vs. For Salsa too
(Salsa20/8, i.e., 8 rounds), he got an improvement in complexity, reducing it to
(22455 from (22472 ) reported by Aumasson et.al.

3. Ganesan et.al (2016)[9]: In this paper, they analyzed and interpreted the
property of the diffusion of Quarter Round (QR) of both the Salsa20 algorithm
and the Chacha algorithm, in addition to a proposed alternative design called
Modified Chacha Core (MCC). They compared the Quarter round (QR)
functions of all these three algorithms using the diffusion matrices that reflect a
change in output words with a small change in input words. They generated
more than a million diffusion matrices for each algorithm depending on the
possible permutations of rotation constants used in the QR. They also proved
that, for the Salsa algorithm and Chacha algorithm core, there are a
high number of alternative rotation constants that generate more diffusion than
the original rotation constants. So, they suggested using the MCC core to
generate a collision—resistant function of compression for the encoded hash
algorithm.

4. A. R. Choudhuri & S. Maitra in (2016) [10]: In this paper, they considered
the biases in the forward rounds and estimate an upper bound on the number of
rounds till such biases can be observed. For this, they proposed a hybrid model
(under certain assumptions), where initially the nonlinear rounds as proposed
by the designer are considered, and then they employed their linearized
counterpart. The effect of reverting the rounds with the idea of Probabilistic
Neutral Bits(PNB)are also considered. Based on the assumptions and analysis,
they concluded that (12) rounds of Salsa and ChaCha should be considered

-4-
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sufficient for 256-bit keys under the current best-known attack models, and
they recommended that this model may have potential applications in other
ARX based ciphers.

5. S.Dey and S.Sarkar in (2017)[11]: They gave a new algorithm to design
PNBs "Probabilistic Neutral Bits". They have been using this algorithm to
enhance existing attacks to decrease both SalSa and ChaCha rounds. These
assaults on SalSa and ChaCha are consecutively around 2.27 and 5.39 times
Quickly than the existing works of Maitra and Choudhuri (justifiable in FSE
2017), Where Maitra has enhanced the attack to complication 22389 selecting
the (1Vs) properly to achieve better outcomes, While Choudhuri et.al proposed
to use multi-bit outputs rather than single-bit output, They enhanced the
complexity to2237:¢

6. P. A. Babu and J. Thomas in (2018)[12]: In this paper, they introduced
Freestyle, a randomized, and variable round version of the ChaCha cipher.
Freestyle demonstrated the concept of hash-based halting conditions, where a
decryption attempt with an incorrect key is likely to take a longer time to halt.
This makes it resistant to key-guessing attacks i.e. brute-force and dictionary-
based attacks. Freestyle used a novel approach for ciphertext randomization by
using a random number of rounds for each block of message, where the exact
number of rounds is unknown to the receiver in advance. Due to its inherent
random behavior, Freestyle provided the possibility of generating up to( 2256 )
different ciphertext for a given key, nonce, and message; thus resisting key and
nonce reuse attacks.

7. A. Miyaji and Y. Matsuoka in (2018) [13]: They described the existing
security analysis, firstly, they described the stream ciphers Chacha and Salsa,

then, the existing security analysis because Chacha needs more analysis of
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security because it has been suggested more newly so they suggested compared
with the AES algorithm. Moreover, Chacha is an enhancement of Salsa from
the diffusion and analysis of the diffusion of Chacha and Salsa. It is important
to understand the design of security criteria. In this study, the diffusion
analysis is reviewed and weak bits and weak columns of Chacha and Salsa are
investigated. To the knowledge of the authors, so they considered, this is the
first thorough explanation of the diffusion of Salsa and Chacha.

8. P. McLaren et.al in ( 2019)[14]: In this paper, they explained identifies a
significant vulnerability within OpenSSH and OpenSSL and which involves
the discovery of cryptographic artifact used within the ChaCha20 cipher. This
can allow for the cracking of tunneled data using a single targeted memory
extraction. With this, law enforcement agencies and/or malicious agents could
use the vulnerability to make copies of the encryption keys used for each
tunneled connection. The user of a virtual machine would not be alerted to the
capturing of the encryption key, as the method runs from an extraction of the
running memory. Methods of mitigation include making cryptographic
artifacts difficult to discover and limiting memory access.

9. S. Dey et.al in (2019)[15]: In this paper, they revisit the existing attacks on
Chacha and Salsa ciphers. Firstly, they applied an accurate computation of the
attacks complexities of the existing technique instead of the estimation used in
previous works. This improves the complexity of something. The differential
attacks utilize PNB'S against Salsa and Chacha involve two probability biases:
forward probability bias (ed) and backward probability bias (€a). In the
second part of this paper, a way to growing the backward probability bias
Is suggested, which helps to decrease the complexity of the attack. Lastly, they
concentrate on the principles of the design of Chacha. They suggested a slight

medication in the design of this cipher as a countermeasure attack

-6-
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against differential. They offered that the key recovery attacks
suggested against Chacha will not be strong on this improved version.

10.S. Dey and S.Sarkar in (2020)[16]: In this research, they presented a total
theoretical confirmation of both the SalSa and ChaCha differentiators
observed. The notion of a probabilistically neutral bit often takes on a crucial
role in the main recovery attack. Here, too, they theoretically show the reason
for a special key bit of Salsa to be neutral. So this is the first attempt to give a
theoretical justification for the recovery of differential key attacks versus these
ciphers. And also, this work gives a fascinating insight into the notion of a
differential assault against SalSa and ChaCha. Such research finds an accurate
explanation for the noticed forward biases for both ciphers, and that was the
fundamental tool for each distinguishing differentials as well as attacks of key
recovery for decades. The researchers' goal has forever been to grow the
noticed bias and, extend it to the next round. This abstract description can
assist in getting a good vision from the beginning of propagation of the
bias, which will help to find a better distinguisher through some effective tool.
This study has also established the theoretic basis for the Probabilistic Neutral
Bits(PNB). However, this principle can also help to boost the backward bias

by applying some suitable techniques.

1.3 Problem Statement:

In the last few years attempts to crack the Chacha 20 rounds were attempted
by attackers by directing several types of attacks such as key recovery attacks,
differential attacks, collision attacks, and others. The attackers managed to break
rounds of the ChaCha 20 algorithm arrived 7 and more rounds. The first problem

not to allow attackers to break any round of the Chacha20 algorithm. The second
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problem must be generated a key that has enough randomness cannot be broken, to

add power the algorithm and the attackers cannot access in easily.

1.4 Aims of The Thesis

The aims of this thesis are :

1. Improvement Chacha20 algorithm based on chaotic maps functions.
2. Increasing the keyspace to expand the probabilities of the key to be difficult
to guess, break, or access.

3. transfers secure data (text, images, and audio) in mobile communication.

1.5 Contribution

The main contribution of this thesis is to add a layer of security to the Chacha
algorithm based on the Chaotic maps (Chebyshev and Tent map function), thus
this new contribution will provide communication channels for the transmission of

data such (text and images & audio).

1.6 Thesis Outlines

The remaining chapters are:

Chapter two which is entitled theoretical background: presents An introduction
to the importance of security over networks and mobile phone communications,
the Chacha 20 algorithm and its details, and its mathematical model with Chaotic

map, Web service, android platform, and some metrics for text, image, and audio.

Chapter three which is entitled The Proposed System: presents the main
proposed system, design objectives, and covers the steps of the proposed
IChacha20 algorithm using a multi-level of a chaotic map with several algorithms

that represent these steps.
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Chapter four which is entitled The Results: This presents the results and tests

of the proposed system.

Chapter five which is entitled Conclusions, and Suggestions for Future Work:

presents the conclusions for the proposed systems, and suggestions for future work.
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Chapter Two

Theoretical Background

2.1 Introduction
With the coming of the World Wide Web and the development
of applications of e-commerce and social networks, the organization's across
the world generate a large amount of data every day. Security of network,
Information, and communication is the most extreme basic problems in
guaranteeing secure transmission of data by the web. Also, the network security
issue is now becoming important as society is moving toward the digital
information age. As more and more users' connect to the internet it attracts a lot
of attacks of cyber. Therefore, security data, information, and networks have
become essential issues to provide the highest level of protection for users'
privacy over the Internet[17].
This chapter prepares the theoretical background for this work, will
introduce the cryptographic algorithm that is used in the proposed system, and

make use of in the security of information and communication.

2.2 The Chacha20 Algorithm

The encryption algorithm Chacha20 is a lightweight algorithm that belongs
to the Salsa algorithm family but differs in detail, engineered by the researcher D.
J. Bernstein. Chacha20 provided the best security than the original Salsa20
cipher, by using somewhat better hash functions. The hash function input data
rearranged to allow to implement the algorithm more effectively [7].

Chacha20 It is used in cryptography instead of classic algorithms to transmit
data and information over the network and seeing a rapid adoption due to its

software-friendly design and natural resistance to timing side-channel attacks.

-10 -
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Chacha20 cipher algorithm generates key-stream of
64-Bytes. Inputs to keystream generation are independent of original text
or ciphertext. Chacha20 algorithm is used widely as an alternative to the AES
encryption algorithm. The 20 round of stream cipher Chacha20 is systematically
quicker and not sensitive to timing attacks as the AES algorithm. Figure (2.1)

shows the general diagram of the Chacha 20 algorithm[18].

Expansion function

Hash function

l 10 round double I

A

Figure (2.1) : Block diagram of Chacha20 [18]
20rounds  of  calculations of  mathematical of Chacha  utilize
XOR, addition & rotation utilize as input four 4-byte constants, a random 32-byte
key, a 4-byte counter, and a 12-byte nonce ("Bernstein originally specific counter
and the nonce lengths to be eight values™). Chacha20 gather a 256-bit key & a
32-bit nonce (which contain a counter). This leads to creating a keystream which
Is then XOR-ed with the stream of plaintext. Chacha20 operates on 32-bit words at
a time with a key of 256-bits K= ("k0, k1, k2, k3, k4, k5, k6, k7). These blocks
are of outputs of 512-bits for the keystream (Z), and which is XOR-ed with a

-11 -
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stream of plaintext. The state of encryption is" stored within 16*32-bit word

values and arranged as a 4*4 matrix . Figure (2.2) shows the Chacha 20 matrix[14].

Xo X1 X2 X3
x4 x5 x6 X7
Xg X9 Xq0 X11
X12 X133 X14 X15
Figure (2.2) Chacha20 matrix[19]
primary  array of  Chacha20  algorithm include 16x32-bit  values

with  constant ("0x61707865", "0x3320646e", "0x79622d32"," 0x6b206574") the
key(k) =(k0,k1, k2, k3, k4, k5, k6, k7), the counter (c0) & nonce ("n0, n1, n2,n3"). Figure

(2.3) shows the components of the Chacha 20 matrix

0x61707865 0x3320646e 0x79622d32 0x6b206574

kO kl k2 k3
key ks ke k-
Co L) ny n;

Figure (2.3) The components of the Chacha20 matrix[14]
The counter has 32-bits (1 * 32-bits), & nonce has 96-bits (3 * 32-bits).

In Chacha20 algorithm, the nonlinear round function is called The quarter-
round. Where Chacha20 is doing by scrambling the hill out of 512-bit blocks,
using 80 applications of the quarter-round. The numbered equations (2.1,2.2,2.3
and 2.4) together represent the mathematical model of Chacha 20 algorithm

which is called quarter-round (Q.R):

a=a+bd=(d®a)<<<LB).....coooviiiiiiiiiiii 2.1)
c=c+d,b=((beCc)<<<L2)..cviiriiiiiiii (2.2)
a=a+b;d=(dea)<<<8).....ccceiiiiiiiiiiiiiin. (2.3)
C=C+d,b=((b@C)<K<KT) it (2.4)
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a, b, ¢c and d each one of them represents a single byte of a total of four
bytes, which is part of the value of a single location of a matrix Chacha 20.

The nonlinear function application method is not the same in each round.

Chacha20 has the function applied along diagonals and columns. The sequence

along the columnis :

{"(X0, X4, X8, X12), (X1, X5, X9; X13), (X2, X6, X10 ; X14) and ( X3, X7,
X11; X15)"}.

Also along the diagonal, the order is :

{"(X0, X5, X10; X15), (X1, X6; X11, X12), (X2, X7, X8; X13) and (X3, X4; X9,
X14)"} [14].

2.3 Chaotic Maps

The chaotic sequences have various useful features of application based on
security. These features are: - (1) the chaotic is a dynamic system in discrete time
to generate complicated sequence which behaves randomly easily and simply. (2)
the chaotic signal is not random but it is deterministic, this feature lets us renewal
it. (3) The chaotic signal has a high sensitivity of initial condition this leads to any
change in the initial condition create another sequence [19]. This feature makes the
chaotic sequence very difficult to predict by attackers to renewal it and increase the
security level. (4) the chaotic sequence path has random behavior in the specific
space, this causes the restoration of this sequence is impossible in its specific
space. Chaotic maps are separated into two classes, 1d (one-dimensional) and

multidimensional maps[20]:
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2.3.1 Chebyshev Maps Function (1-Dimensional )
Chebyshev is one of the most commonly used security mechanisms in
authentication methods because it contains a semi-group property. The Chebyshev

polynomial is presented in three definitions of as following equation [21]:
Definition 1: The ¢ Chebyshev polynomial in degree n is determined as:
Tn(x)= cos (n*arccos(x)) .. (2.5)
where (n) is integer digit, x € [1,-1]
Definition 2: Semi-group properties for Chebyshev maps can be accomplished as:
Trs(X)=Tr(Ts(x)) = Ts(Tr(x)) ...(2.6)
Definition 3: The equation of Chebyshev in n degree, present :
(X, Tx(x) ) .(2.7)
It is infeasible in computation to determine the polynomial order n.

2.3.2 Tent Maps Function (1-Dimensional )

Yoshida etal [22]studied chaotic behaviors of the Tent map (a
piecewise linear, continuous map with a unique maximum) analytically throughout
its chaotic region in terms of the invariant density and the power spectrum. As
the height of the maximum is lowered, successive band-splitting transitions
occur in the chaotic region and accumulate to the transition point into the
nonchaotic region. The time-correlation function of nonperiodic orbits and their
power spectrum is calculated exactly at the band-splitting points and in the
vicinity of these points. The tent map is topologically conjugate, and thus the
behaviors of the map are in this sense identical under iteration. Figure (2.4) shows
the chaotic tent maps:
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0 1/2 1

Xn

Figure (2.4) Graph of Tent map function[22]
Where (x-axis: Parameter space € (0,1), y-axis: Chaotic range € (0, 1))

The chaotic Tent map is described by equation (2.7) :

xi+1l =F (xi, p)
FL (xi, u) = pxi, if xi <0.5

F(xi, p) = ..(2.7)
FR (x1, p) = p(1 — x1), otherwise;

Where (xi) belonged [0,1] for i > 0. These maps transform a period [0, 1] onto
itself and contain only one control coefficient (u), Consecutively, where (u)
belonged [0, 2]. Xo is the beginning system value. The collection of real values
(Xo, x1,..., xn,... ) is named system orbit. By each x0, such an orbit is acquired
depending on the control coefficient, the figure (2.3) display a range of dynamic

behaviors spread from expected to chaotic[22].
2.4 Web Service

A group of operations which are network available over standardized XML
messaging that is explained by the Web Service (WS). The description of web
service by standard, the notion of formal XML, named its description of service. It
includes all the parts essential to interrelate with the service, comprising formats of
the message that detail the operations, protocols of the transport, and position[23].
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Program-to-program communications are composed of WS. The charge of
implementing e-business is reduced by permission of the WS, and also arranges
solutions quicker and to exposed new chances. The key to reaching this new
horizon is a common program-to-program communications model, built on
existing and emerging standards such as HTTP, Extensible Markup Language
(XML), Simple Object Access Protocol (SOAP), Web Services Description
Language (WSDL), and Universal Description Discovery and Integration (UDDI)
[23].

Among the more important characteristics of WS is integration to
established up the environment of the web because it is predicated on a united
"Extensible Markup Language ( XML)". Will provide this WS syntax with
acceptable interface mechanisms to present information for elasticity as well as
compatibility. This implies that if the client is continuing to work on a number of
the old, sophisticated and new system on various operating systems and in multiple
languages of programming, they have to be incorporated [24]. One of the
advantages of Web Services is offering a model of combined programming for the
services of private Intranet and public Internet growth and usage as a consequence,
as a result, the choice of network technology will be transparent to the developer of
the service [24]. The architecture of the web services is depending on the
exchanges among three parts: provider of the service, registry of the service, and
service requestor. The exchanges include the issue, determine, and merge
operations. Collected, these parts and operations performed on the artifacts of the
web services. Figure (2.5) illustrates these operations, the mechanisms offering

them, and their interactions [24].
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Service
Description .
Service

registry

WSDL WSDL

uDDI

- ~ Service
; \ Description
[ /  Service
.‘ ’, . provider |
"\\ // "\, /
- G

Figure (2.5) The three thoughts roles and operations of web services [25]

uDDI

2.4.1 WSA Functional Ingredients
The three operations of conceptual WS to complete the roles, WSA
(Web Services architecture) must provide three basic functional components
of its architecture [26]

1. Transportation: used to contact a particular service that includes
both protocols as well as format that is part of the transport component.
Data features are classified in the message data format. Message transfer
control within the semantics of the application is specified in the protocol of
the transfer. The transport protocol advertises the transfer of the current
message.

2. Description: The description of the service throughout the languages of the
programming utilized shall be prepared via the ingredients of the
characterization. Where even the binding data, the exchange parameters, and
the format of the message with the service are available within these
ingredients.
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3. Discovery: The methods for registration of the services or adverts for
services or explanations of services are defined within this element.

2.4.2 Web Service Security

The security layer of the web service is to be delivered in four key primary
security needs [24]:

1. Confidentiality: The property that information is not made available or
disclosed to unauthorized individuals, entities, or processes, and
guarantees that the contents of the message are not disclosed to
unauthorized individuals.

2. Authorization: The characteristic that make sure of the authority, that
comprises the permitting of access depending on access rights and
promises that the sender will have the authorization for sending a
message.

3. Data Integrity: The property that data has not been undetectably altered
or destroyed in an unauthorized manner or by unauthorized users. Thus
make sure that there is no modification on the message unintentionally or
purposely in transit.

4. Proof of Origin: is evidence identifying the originator of a message or
data. It gives emphasizes that the transition of the message was done
correctly by the recognized sender and is not a replay of a previously
transmitted message. This requirement implies data integrity.

2.4.3 The Basic WS Technologies

There is several technologies have been presented beneath the web
service title and additional ones will be presented in the coming years. The

paradigm of the web service has grown-up very fast that numerous
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technologies of competing are trying to offer the same ability, Figure (2.6)

offers a diagram that proves the relationship among these technologies [26].

registry

Application m
H HTTP request ‘
‘ SOAP client ‘
HTTP response || SOAP
L —V S
— \ Service /

Figure(2.6) Relationship between technologies of web service[27]

The relationship between these pieces (SOAP, UDDI, and WSDL) can be
defined as follows: an application acting in the role of a web services client needs
to locate another application or a piece of business logic located somewhere on the
network. The client queries a UDDI registry for the service either by name,
category, identifier, or specification supported. Once located, the client obtains
information about the location of a WSDL document from the UDDI registry. The
WSDL document contains information about how to contact the web service and
the format of request messages in XML schema. The client creates a SOAP
message by the XML schema found in the WSDL and sends a request to the host
(where is the service) [26].

2.4.3.1 Web Services Description Language (WSDL)

The technology of XML is WSDL which defines the interface
of web services in an identical method. WSDL regulates how the

input/output parameters are represented by a web service of an invocation visibly,
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the structure of the function, the invocation nature, and the protocol service
tie. WSDL permits unlike clients to robotically know how to interrelate to the

web-service [26]

2.4.3.2 Universal Description, Discovery and Integration (UDDI )
UDDI presents the web services worldwide registry
for detection, announcement, and purpose of integration. Analysts of the
business and scientists utilize UDDI to find ready web service by
examining titles, identifiers, classes, or the conditions executed through the web
services. UDDI present a construction for demonstrating businesses, relationships
of business , data set,web services with specification as well as web service

admission plugs [26].

2.4.3.3 Simple Objects Access Protocol (SOAP)

SOAP is a protocol used by Web services to construct and understand the
messages they exchange. SOAP is at the heart of Web services architecture in that
it allows the interacting parties in the architecture to communicate with each other
using a standard, well-understood message format. The SOAP specification and
development are preserved by the commendation of W3C 27 April 2007. The
specification defines a format of XML-based standard message, labeling how the
metadata of the message and payload should be packed into a document of XML
[28].

The format of the message elementary layout describes in Figure (2.7)
SOAP Envelope signals the beginning of the message of the SOAP. every message
involves of SOAP sections of the header and body. The body section involved in
the payload. The additional details of the processing instruction, like the protocol
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of the transaction or policies of the security, go into the header section of the

Soap envelope

SOAP Header
Header block
Header block

body Header

message [28].

Body block

Body block

Body block

Body block

Figure (2.7 ) The format of the message elementary layout [28]

As shown in the Stack Communication of the Web Service in figure (2.8)
of the SOAP messages, any application-level transmission protocols such as
SMTP or HTTP is communicated through the Internet. The word "SOAP binding"
IS meant to refer to the transfer technique through that the SOAP has
been communicated. For instance, when the SOAP is linked to the HTTP, the
messages of the SOAP are entrenched at the HTTP request segment of a body

of the as well as response [28].

Web Service

Web Service

WSDL interface WSDL interface

SOAP messages

Transfer protocol (e.g., HTTP)

TCP/IP stack

Figure (2.8) Web services communication stack [28]
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Web services of SOAP deliver a typical and very active communication
method for the web and the significant choice for initiative applications of the
web to interconnect with further systems or administrations in an additional elastic
method. Extensible communication Technology is easier to use by SOAP via the
web. Tracks standards of technology, from architecture to communication security.
SOAP security is not only at the level of transport. However, likewise at the
application level , for instance, the messages are been transformed only to the
requesting application. SOAP is a technology of flexible online communication
and has been flexible it improves effectiveness and can guarantee a more effective

and serviceable architecture [29].

2.5 The Platform of Android and the Security of Its

The android platform involves some layers and components and

characteristics[30]:
2.5.1 The Architecture of the Android System

Android is a Linux-based operation system, originally designed for
smartphones. The mobile operating system android is a set of applications of
software. Android system is composed of a kernel of Linux, a layer of the
middleware, as well as a layer of an application. Google personalized the
fundamental internals of Linux that provides powerful isolation among various
processes and structure the complete system on the adapted kernel of the Linux.
This kernel needs to serve as a layer of abstraction among equipment and other
layers of software [30].

The Linux kernel also supplies the usual basic and primary equipment, such as
device drivers, management of memory, scheduling of process, and files system.
The layer of the middleware of Android is located at the top of the Linux kernel.
This layer consists of three major components: the framework of the application,
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the environment of the android runtime, and the native software libraries.
The framework of the application is typing in the language fo Java as well as is a
set of service that determines the environments wherein Android applications are
utilized and managed [31].

In the platform of android, system suppliers of content are fundamental
datasets, whilst system services supply the necessary high-level functions to
monitoring the devices and knowledge on the status of the platform, like area and
status of the network. The other middle-ware part of them is a native collection of
libraries that supply functionality such as multi-media support and processing of
graphics. These forms of libraries are published in the C / C languages [31].

The last part of the layer of a middle-ware of Android was its runtime
environment, which requires the java programming libraries as well as the Dalvik
Virtual Machine. This layer has been edited by C/C language, excepting sections
of root libraries, it is tailored to the specified requirements of limited
mobile resources devices [31].

As explained in figure (2.9), the application layer Android is falling to the
top of architecture in Android. This involves pre-configured application
(i.e. original Android applications) and these part apps created through various
(non-official) app designers. Applications are implemented by java, but for
execution purposes, the causes might have indigenous code (C / C) which is
termed the "Java Native Interface (JNI)". Essentially, Android is a system of
multi-user with a unique user ID (UID) with each application. The files in the
applications are referred to as UID apps, they are generally cannot access to other
apps. Every other application works with its reign process of Linux with a singular
UNIX user ID and is separated from other applications because applications can

expressly share resources as well as information. With this technique, The android
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operating system performs the "least privilege" concept. Anyway,
Android application is made of a set of ingredients: interface, Service or
background process, broadcast receiver, or mailbox for data transmission and

provider content(SQL-like database system) [31].

APPLICATIONS

Contacts Phone Browser

APPLICATION FRAMEWORK

Activity Window Content View Notification
Manager Manager Providers System Manager

Package Telephony Resource Location XMPP
Manager Manager Manager Manager Service

LIBRARIES ANDROID RUNTIME

Surface Media - Core
Manager Framework A ‘ | Libraries

OpenGL|ES FreeType WebKit achine

LINUX KERNEL

Display Camera Bluetooth Flash Memory Binder (IPC)
Driver Driver Driver Driver Driver

USB Keypad WiFi Audio Power
Driver Driver Driver Drivers Management

Figure (2.9): Android system architecture[31]

Android Apps Structure
Android is a software package designed for work on mobile platforms,
like tablets or smartphones because every Android application
usually involves four major ingredients: services, interfaces,
content providers, and receivers of the broadcast. communications among

applications take place via the layer of middle-ware, shows the various kinds
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of inter—process communications (IPC). Figure (2.10) illustrate Android

system Architecture [32].

App Component

Activities

it

Figure (2.10): The structure of android applications [32]

2.5.2 Android Security Model [33].

Mechanisms of security that the Android platform uses to secure any the
environment of the application are mention here.  Android
implements several security mechanisms, the most prominent of which are:

* Android Permission System.

» Sand-boxing of application

+ signing of application

« Secure inter-process communication
« SELinux

2.5.3 Trends In Android Security Research

Recently, several security modifications for Android are being suggested.
Figure (2.11) identifies the various pieces of Android security literature as a

comprehensive nomenclature of research directions [34]
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—{Privacy leaks dctection/prevention]

—( Malware detection/prevention ]

Apps analysis

—( Apps plagiarism / repackaging ]
—-( Third-party code ]
—( Permissions ]

{  Attacks & vulnerabilities )

Android —{ Forensics ]
Security
Research —( Context-aware access control ]

—{ Fine-grained access control ]

—( Runtime policy enforcement ]

Enhancing
existing ( Domain isolation ]
security model

—( SELinux-based

)
—( Security profiles ]
—{ Fake data )

Figure (2.11): Taxonomy of literature on the security of android [34]
2.6 Randomness Tests [35]

A randomness Test is a set of algorithms that find out whether the distribution of

data is random. Many tests are used in this thesis to test the randomness of the
magic cubes.

- NIST Test Package [35]

To test the randomness of the keys that are generated by the proposed magic cube,
the NIST (National Institute of Standards and Technology) package is used. This
package is made up of :

1- Block Frequency Test

2-Cumulative Sums Test

3-Spectral DFT Test
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4-Mono-bit Frequency Test
5-Lempel Ziv Compression Test
6-Linear Complexity Test
7-Longest Run of One's Test
8-Non- Overlapping Templates Test
9-Overlapping Templates Test
10-Binary Matrix Rank Test
11-Runs Test

12-Serial Test

13-Approximate Entropy Test
14-Random Excursions Test

15-Random Excursions Variant Test

16-Maurer’s “Universal Statistical” Test

This test is a set of procedures tests, which aims to detect a sequence of binary

numbers that do not work randomly.

It is a method, which is the probability that a certain string can be generated.

For each test, if the (p-value) is greater than some constant level of confidentiality

(a), then it is (passes). If (P-value >a), then the string seems to be random,

otherwise the string seems to be non-random.

For the tests, a significance level (a) can be chosen. Usually, (a) is chosen in the

range [0.001- 0.01].

* When the value of (o) = (0.001), it means that one string in (1000) strings will be

rejected by the test. A (P-value > 0.001), would mean that the string would be
considered to be random with the confidence of (99.9%). A (P-value < 0.001),

would mean that the string is non-random with a confidence of 99.9%.
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2.7 Correlation Coefficient

The correlation coefficient factor is used to measure the relationship between
two variables: The plaintext and its encryption. This factor demonstrates to what
extent the proposed encryption algorithm strongly resists statistical attacks.
Therefore, ciphertext must be completely different from the plaintext. The
correlation coefficient is measured by the following equation.(2. 8, 2. 9, and 2. 10)
[36].

Xim, (i—p () (i —
Corr Coef (x,y) = SECE00S .. 28)

where u(x) and u(y) are the respective means of x and y:

n 1

u() =¥, x , and p(y) ==, y; ... (2.9)

x and y are variables of the plaintext and ciphertext.

and the terms in the denominators (It is called the standard deviations of x and

y) are :

o(x) = \/Z’Ll(xi —u@))*and  o(x) = \/Z?’ﬂ()’i —u()?* ...(2.10)

If the correlation coefficient equals one, that means the plaintext and its
encryption is identical. If the correlation coefficient equals zero, that means the
ciphertext is completely different from the plaintext (i.e. good encryption). So, the
success of the encryption process means smaller values of the correlation
coefficient.

2.8 Mean Square Error (MSE)

MSE is used to specified hiding quality. It appears the cumulative squared error

between the ciphered and the original one. If it is low, the process will be accepted

else it will be rejected. It can be calculated by using the next equation (2.11) [37]
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i1 2]l (ali)-bGj)?
M= N

MSE =

Where MxN is the image size and the parameters an (i, j) and b(i, j) refer to
the pixels located at the ith row and the jth column of the original image and
encrypted image, respectively. The smaller the MSE value, the better the

encryption security.
2.9 Peak Signal to Noise Ratio (PSNR)

PSNR is the peak signal power about noise power. It has been calculated for
the quality of the image. For the image is of good quality, the PSNR should be
large. It can be measure as following equations (2.12)(2.13) [37]

PSNR = 10 log10 (I2,,, /MSE)dB ......... (2.12)

where: Imax is the maximum intensity of the image.

The previous equation can also be expressed as follows:
PSNR = 10 log10 (2552 /MSE) dB ......... (2.13).

2.10 Universal Quality Index (UQI)

The UQI is relied upon to valuation the deformation of two images. This
quality index model any distortion as a combination of three various factors:
Loss of correlation, contrast distortion, and luminance distortion [38]. Let assume
X represents input image, and y represents output distorted image, therefore the
loss of correlation is valued by the correlation coefficient which measures the
linear correlation degree between x and y. The contrast and luminance are
estimated by mean and standard deviation respectively. Mathematically, the UQI
IS expressed by equation (2.14) [39]:

40yyXy
x+02Y)[x2+72]

UQl= .. (2.19)

UQI has a dynamic range [-1,1]. The optimal value 1 is achieved if and only if
x=y [36]
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2.11 Normalized Cross-Correlation (NCC)
The NCC is a metric of similarity of two-wavelength as a function of the
lost time applied to one of the wavelengths, the value of NCC must be lower that

represents the low image quality, the NCC represents in equation(2.15) [40].

NCC= et Sy x(mm).y(m.m) ..(2.15)

Th=12n=1(x(mn))?

Where X is the original image, y is the encryption image, and the size of images
equal to mxn.

If the NCC value equal to one, two images are completely similar, and if NCC
equals zero, it declares that two images have no similarities[40].

2.12 Signal to Noise Ratio (SNR)

To evaluate the performance of the audio encryption, the detectability rate of
encrypted data is measured by utilizing signal-to-noise ratio SNR, often expressed
in decibels(dB). A ratio higher than 1:1 (greater than 0 dB) indicates more signal
than noise as in the equation (2.16) [41]:

SNRys = Ex=5(9(x)) ? / =5 (9(x) — h(x)) ?) ....(2.16)
The root means a square value of Signal-to-Noise Ratio (SNRrms) is then
given by equation (2.17).
SNR,ms = (SNR ,,,5)°5 ...(2.17)
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Chapter Three

The Proposed System

3.1 Introduction

Multimedia data like images, text, video, audio, etc. are widely used and shared
over the internet. These data are very sensitive, therefore security of
transmission channels issues should be taken into consideration because hackers

can unauthorized access to these sensitive data and misused it.

This chapter provides a general model illustrating the proposed system, which
consists of the steps of the Chacha 20 algorithm after adding several levels of
chaotic functions to produce the improved Chacha 20 algorithm. In this
chapter, section (3.2) presents the design aims of the proposed system.
Section (3.3) illustrates the primitive model of the proposed system. The design

specifics and techniques of the proposed system are described in (3.4).
3.2 Design Objectives

The design aims of the proposed system are:

1. The proposed system transfers secure data (text, images, and audio )
using the improvement of the Chacha20 algorithms based on a chaotic map.

2. Increase diffusion of Chacha20 stream key using a multi-level of
chaotic function to increase the robustness and resistance of the proposed
algorithm.

3. Build a faster encryption algorithm using a multi-layer of chaotic function
to make the proposed IChacha20 more suitable for modern applications.
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3.3 The Primitive Proposed Model
The initial model of the proposed system consisting of three

aspects. sender, receiver, and the webserver. These sides collaborate as shown in

figure (3.1).

Dataset

Encryption
'—) Data
@ <€
\
]
\, S/

Web servers

Figure ( 3.1) Primitive model of the proposed system

As clarifies in figure (3.1), both sender and recipient sides can be access to
web servers through login into application in their mobile, and then exchange data

(texts, image, and audio ) between them through secure communication channels.
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In the webserver side, the proposed system using proposed improvement
chaotic Chacha20 (IChacha20 ) to encryption users data (text, image, and audio)
and stored in the database, when the recipient login in their mobile application to
request from web servers to receive the data from the sender, the web servers get
data requested from the database and using proposed 1Chacha20 to decryption data

and display it on the recipient mobile as shown in figure (3.2).

—Server——————

p

|__j Decryption
\ chacha
-

4

Encryption Chaotic
chacha Stream

Web Services —

/ Decryption
chacha

-
L -

) 0D
L@

Figure (3.2) Exchange data between the sender and recipient using proposed

= |

system.
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3.4 The Proposed Improvement Cahcha20 Algorithm (ICahcha20)

Figure (3.3) shows a general block diagram of the proposed IChacha20

algorithm using a multi-layer of a chaotic map (1d Tent map and Chebyshev ).
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Figure (3.3) General block diagram of the proposed IChacha20
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As shown in figure (3.3), the first stage is a chaotic layer, in this stage using
(1D Tent and Chebyshev ) chaotic function to generate random unsigned
integer number, the second stage is the second chaotic layer to generate Chacha20
keystream of 64 —bytes, the final stage is encryption/decryption stage using the
same key, all these stages collaborate to make improvement Chacha20
(IChacha20) algorithm able to encoding/decode data (text/image/audio) securely as
illustrated in subsections (3.4.1,3.4.2, and 3.4.3)

3.4.1 Chaotic Stage

The first stage in the proposed method is generating random unsigned 32-
bits integer numbers based on two types of chaotic maps (Tent and Chebyshev),
this step aims to add a security layer to the proposed IChacha20 algorithm, the
components of this stage are two sub-steps explained in the subsection (i and ii).

I Create Initial Matrix

Algorithm (3.1) shows details to create an initial matrix with size [16*16]
and the values of this matrix are random unsigned (Uint) 32-bit integer using
1DTent with setting initial parameters (R, X0) and Chebyshev chaotic functions
with setting initial parameters (K, X0).

Algorithm (3.1): Create an initial matrix using Tent and Chebyshev function.

Input: R , X /[Tent initial Parameter
K, Xo //Chebyshev initial Parameter
No. iteration // Number of iteration
Output: Initial matrix2D [16,16]
Initial_Matrix1D[4*4)
Tent data ,Chebyshev data /[float
Un-Tent data, Un-Chebyshev data //Unsigned

Begin:
Step 1: // process of getting Unsigned data from Tent
For each( i=0; i< number of iterations; i++)
Tent 4= value from apply equation (2.7)
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Rtent value = separation float (Tent 4 ) based on "."
Valuel= RTent value
Value2= Reverse (RTent value)
Valuel= Convert to Unsigned (valuel)
Value2= Convert to Unsigned (value2)
Add to Tent data (Valuel)
Add to Tent data (Value2)
xO = Tent value
End for
Step 2:// process of getting Unsigned data from Chebyshev
For each( i=0; i< number of iterations; i++)
Chebyshev . = apply equation (2.5)
RTent value = separation float (Chebyshev 4 ) based on "."
Valuel= R Chebyshev value
Value2= Reverse (Chebyshev value value)
Valuel= Convert to Unsigned (valuel)
Value2= Convert to Unsigned (value2)
Add to Chebyshev data (Valuel)
Add to Chebyshev data (Value2)
Xo = Chebyshev yae
End for
Step 3: // initial Initial _Matrix2D selection
k=0;
Foreach(row=0,col=0;row<16,col<16;row++,col++)
Initial_Matrix2D[column , Row ] = Chebyshev data(k)
Increment k by one
End for

Step 4// initial Initial_Matrix1D selection index using Round
k=0;
Foreach(row=0,col=0;row<4,col<4;row++,col++)

Initial_Matrix1D[column , Row ] = k
Increment k by one
End for
End algorithm

As shown in stepl and 2 of an algorithm (3.1) both Tent and Chebyshev

function follow the same procedure, as an example where each output of a
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chaotic function are 100-unsigned 32-bits random number and they are opposed,
so the final outputs of all chaotic maps are 400-unsigned random number each
number of them consists from 32-bits. To achieve this, for example, Tent the
function utilized setting parameters as inputs to its function, these parameters are
X0 = 0.6556and R= 0.954545 and number of round [0-100] if the Tent value
= 0.65388127808236, spilled this value and take digits after dots ' and save
in variable Tent value after dots =( 65388127808236), find opposed of
( 65388127808236) and save in variable RTent value= 63280872188356,
and finally convert both Tent value after dots and RTent value to unsigned 32-

bit integer number and stored in data set with size [No.iteration*4].

In step 3 and 4 in the algorithm (3.1) shown how to get values from data set
that stored 400 —unsigned chaotic numbers in random form and used these

values to fill the initial matrix with size [16*16]. Figure (3.4) shows the initial

matrix.
1 2 3 4 5 b T 8 9 10 1 12 13 14 15 16
l SOR658000 | JI0016388 | SIBIZSILY | JSOTOSIA0 | SSLOSILA | 3STR2SLA0 | D30487R418 | JL4TRSNIGD | J0617ALIN | JS86128036 | JSO0STMED | G206R4MS | A25107TML | 1SS00G%026 | ISIS68E0 | MATANETIES
2 JR36082430 | 1120874803 | ALSDAISLT | MASSRISTAG | JLASNASIT | LISESISMG | IMTITGR0T | MSETMISOL | LATOWTOSTD | 1IGSOTTIL | GRR4ANED | DMTTILOSD | DMIOTER4ET | 20000867 | 2Ms0EM] | 1TSS
3 TIT0TIE8 | 3613818685 | 1687801872 | 202010689 | 1687301872 | 4202110689 | 2888800135 | LO09B420863 | 2278176338 | 000048301 | ADS5090417 | 270870230 | MITITOSL | SSO0Sdsd | 27S03035) | 1920880970
4 1002613347 | TRRO02ED | JILOISETL | 20OT0IET | MAIODLSSTL [ 2OOTOLGT | 10BLOMSTI0 | N2232045 | LMSTIOSOT [ ITATMNR0E | DAGSOJSTSL | LMOME [ OJS0TIM | J6D4ETeNE | 4MENI | MMNN
5 JIELN0603 | 386070460 | 1310036706 | 31TTI0ERL | LNIOOGTOG | ALTTMO3RD | 2ESNNSIY | AOTIOJE00 | ND0RESEL | 1RASESLTT | 323001163 | 1SDSGSLON | DITLSRGE0 | LSIETOITS | 4101862000 | 2000400285
6 163035587 | 2814127036 | 264TIO08 | JOR4OI0131 | DG4TIN0N | 0BO0LS) | DTNISEIEN | JS0R3TOIS | 3G3CMO3 | IBL1L4D | L7TSH0GSR3 | O10306601 | 1620305840 | 208283188 | 2047ESSE | JIL4A0I8T
7 TIL33300 | DI3041782 | 340060818 | 420M56020 | 42069818 | 4203436020 | JISLEI00R4 | 1076431285 | J1604TM0 | 2062627009 | TOGORSTAS | 1S6O1S0 | 4OO3IED | JEOTOLNIN0 | IMENLOEE | BOSHETIAY
8 138386000 | 4TAISEER | 2856160041 | 1312987008 | 28SE168041 | 132087005 | 056698285 | JODAMIND | J0G043TL | 2220814742 | 1304006384 | ITRALTANM | J63B0L4066 | 233067185 | 1741160008 | 4SMGSIN
9 TR30TATR00 | MTRRMIME | NRIEND | 23TLSNDT | NAMGNEREL | ANTIOANDT | A1DERNEE1) | LAIOMATER | 1SODNAEO) | SDEISE | LASSENOSE | L4SSBAAT0 | 1002TAEAT | LISTMATS | 4LTREDIMG | IMMEOM
]0 TT35674100 | JSSTIONEL | 1MDBJ10763 | MOJS6013) | 1MIBAIOTE3 | MAOIB60180 | 166378165 | TGOITATED | 161028035 | 13TENITIET | TTRRONISE | JRAEDANE | BIIIGIOSL | BRTOTARAD | JRERATL | 10OTLIGAE
11 6307008 | 11TATREE | L3SAL30 | JTHEITAL | L3SA03L60 [ 2LTLEIML | 136S001480 | MTOTISNL | ALZDSGO4TR | 10828STLAL | ITIR4RG430 | MALTOTOSES | 23008037 | LSEONMGIN | REN0MD | 302608068
]2 1364052233 | 3094206820 | 4239080988 | 1306717033 | 150080988 | 1306717033 | 1367648218 | 142270726 | 317306036 | 1167030864 | J0S0786533 | ITL066128 | J4RO2TIE | JOTEARMTR | A0STHRIN | 18261141
13 0568000 | 132008842 | 2265003080 | 3306308278 | 116003050 | 3ROGS0SITE [ ITISMESTT | TOGS03041 | LRTSLISL | MIMOSOTEL | TTISANED | 2GRN0 | 13IT0T | SSTLTMLT | EETISEL | 1TNNMY
14 JE36082450 | 4165430645 | 3170036006 | JSIOIEEDT | 1TO0RG006 | ISISIEENT | 1SOL263ES | J2ET00AT | 3GOTOS6ME | JERANEIT0 | OONILEO3 | DSITIAMME | 1166400488 | 206TTIMTE | 1TND6TAE | 1476660763
15 TINTIES | 15440008 | GT3R3876 | JTR0007 | OTIAISTE [ ALTRJOLST | 1STRMAAE | IB2401630 | DLOVMOTGD | 23651701 | ZSDTOGNIND | LIS | 20900408 | 1S25LATAT | 1GTRASR43 | 110003TEY
16 1002613347 | 103788853 | JBOTOIGOD | 144856680 | SOTODLGON | 1244886630 | 4L7RDOZAY | 1140303650 | 1400602088 [ 17380123 | LTL2NGIIA | LSOTAMSTL | MGOMSSSIS4 | 217904261 | L4BISNOI3 | M2E311EL

Figure (3.4) Initial matrix [16*16].
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ii.  Select VValues from Initial Matrix Step
The second step in the chaotic map stage of the proposed IChacha20
algorithm is selected element randomly from the initial matrix. Figure (3.5) shows

a block diagram of the chosen element from the initial matrix.

|

Add (value) To Select VValue Matrix
[100]

1
_ : ) Chebyshev
Generating Range [0-1] | Tent Function .

! Function

1

1

} | } }

Id From To : Tent Value ChebySheV Value
1 | 0.0000 | 0.0625 i
2 |0.0625 | 0.1250 !
3 |0.1250 | 0.1875 |
4 |0.1875 | 0.2500 i
5 |0.2500 | 0.3125 ! A ,
6 | 0.3125 | 0.3750 | " Check Rang
7 | 03750 | 0.4375 E :
8 | 0.4375 | 0.5000 E ’ ' i
9 | 0.5000 | 0.5625 : Rang (Tent vae) Rang (Chebyshev
10 | 0.5625 | 0.6250 | refer to value) refer to
11 | 0.6250 | 0.6875 i Location i Location j
12 | 0.6875 | 0.7500 ! l
13 | 0.7500 | 0.8125 : , l
14 | 0.8125 | 0.8750 | . ' o
Bl 05750 | 05375 i Initial : Matrix[i,j]
16 | 0.9375 | 1.0000 i :

; !

! value

i

1

:

i

Figure (3.5) Block diagram of the select value step.
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As illustrated in figure (3.5) this step consists of two sub-step: firstly, generate
16 intervals between [0-1] called Range as shown in the algorithm (3.2) and the
second step is to check the values that generate by the Tent and Chebyshev
function in the previous step (Tent value and Chebyshev value ) with Range to
return index (id) of that Range to choose location [i,j] of initial matrix and return
value of that location and save in array called select value [100] as shown in an
algorithm (3.3).

Algorithm (3.2) : Generating range [0-1]

Input: From // initial value of Rang
To // End value of Rang
Xstep // Decrement value for each step
Output: period table (id ,From,To)
Begin:
Step 1://generation parameters Rang
xstrat=1 : xStep=1/16
xend = xstrat - xStep
Step 3: // full Rang from value
Add period table (1, xstrat, xend )
xstrat =xend
foreach(i=2;i<16; i++)
xend = xstrat - xStep
Add period table (i, xstrat, xend )
xstrat = xend
end for
step4 :end
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Algorithm (3.3): Select value from the initial matrix.

Input: Tent data (Tent yae) , Chebyshev data (chebyshev yqe)
Initial Matrix2d [16*16] ,Rang
Output: full-value
Begin
Step 1:
for each element in Ten data (Tent ,.) and chebyshev data
(chebyshev yae)
Goto step 2 with value Tent yae
loci = check (element Tent) with Range
Goto step 2 with value Chebyshev e
locj = check (element Chebyshev)with Range
full-value = get value from initial Matrix[loci, locj]
Increment k by one
End for
Step2://return check in Range table using enter xvalue
For each element in Range do
If ( Element. Xstrat > xvalue and
Element. Xend <= xvalue) then
return Element.location
End for
Step 3 :Return (full-value)
End algorithm

Figure (3.6) clarifies the output of algorithm (3.3), where the red location
represents the element in the Initial matrix that is chosen by Tent and Chebyshev's

chaotic function.
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12 14 15 i

SI50460 TR 3335358261-- FRET -- 5093 4591-- 4882844?0-1 SSTAE 4RS00
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[ |

Figure (3.6) Selected value from initial matrix.

3.4.2 Chaotic Chacha Key Stream Generation Stage
The second layer of chaotic producing Chacha stream key stage, the input
of this stage is a select value matrix that contained 100 values with the type of an

unsigned random integer of 32 bits and the output is keystream 64-bytes.

To generate Chacha20 keystream 64 bytes using the chaotic function, the
proposed algorithm follow three main sub-steps as illustrated in section (i, ii, and
iii)

i.  Create Matrix or (X-matrix)

To create Chacha x-matrix, the proposed algorithm computes a 256-bit

key,128-bit sigma, and 96 —bits nonce and fill x-matrix as shown in figure (3.7).
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Chaotic stage

A

Select value [100]

128-bits sigma So | S1 | S2 | S3

\ 4

, 256-bitskey T

' Kg | Ks | Kg | K7

|, 96-bits Nonce No | N1 | N2

—_

A\ 4

Chacha Quarter Round Operation
!

Key Stream 64 bytes

Figure (3.7) Block diagram of creating the IChacha matrix.

In this step, the proposed method computer values of (key| nonce| sigma) :the
Chacha20 cipher operates on 32-bit words, takes as input a 256-bit key
K = (" kO ,k1,k2,k3,k4,k5,k6,k7") as well as 96-bit nonce N =(""NO,N1,N2,N3")
, a 128-bit block sigma S=(" S0,51,52,S3") ,and a 32-bits counter which is
equal (1). The proposed IChacha20 operate on a 4x4 matrix of 32- bits words
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called (X matrix). Algorithm (3.4) clarifies details of computes (256-bit key,
96-bit nonce, and 128-bit block sigma).
Algorithm (3.4): Compute of Chacha20 ( 256-bit key, 96-bit nonce, and 128-bit

block sigma)

Input: full-value
Output: 256-bit key, 96-bit nonce, and 128-bit block sigma
Begin
Step 1// create key
K=0
For each(i=0; i<8;i++)
byte[] output = new byte[4]
xvalue= full-value[i] // Unsigned value
goto step 4// Unsigned To Byte where input = xvalue
key[K] = output[0]
key[k+1] = output[1]
key[k+2] = output[2]
key[k+3] = output[3]
k +=4
End for
Step 2://Create nonce
K=0
For each(i=0; i<3;i++)
byte[] output = new byte[4]
xvalue= full-value[i] // Unsigned value
goto step 4// Unsigned To Byte where input = xvalue
nonce [K] = output[0]
nonce [k+1] = output[1]
nonce [k+2] = output[2]
nonce [k+3] = output[3]
k +=4
End for
Step 3 ://Create sigma
K=0
For each(i=0; i<4;i++)
byte[] output = new byte[4]
xvalue= full-value[i] // Unsigned value
goto step 4// Unsigned To Byte where input = xvalue
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sigma [K] = output[0]
sigma [k+1] = output[1]
sigma [k+2] = output[2]
sigma [k+3] = output[3]
Kk +=4
End for
Step 4:// Convert Unsigned ToBytes
outputOffset=0;
output[outputOffset] = (byte) xvalue
output[outputOffset + 1] = (byte)( xvalue >> 8)
output[outputOffset + 2] = (byte)( xvalue >> 16)
output[outputOffset + 3] = (byte)( xvalue >> 24)
return output
step 5: end

End algorithm

In stepl of the algorithm (3.4), the proposed system has 100 unsigned
number save in an array called select value [100], so, to generate 256 —bits key (8-
words) the proposed technique used first 8 number from select value array and
following in order several steps, for example :

1- Select value [1] = 2706988738 , select value [2] = 778892386 , select
value[3] = 1752591231 , select value[4] = 3039043794 , select value [5] =
1306717033 , select value[6] = 217904261, select value[7] = 3246222359,
and select value[8] = 264722208

2- Take first value (2706988738) and convert it to bytes as following
Input=27066988738
Output [0] =(byte) input
Output [1] = (byte)(input >> 8)

Output [2] = (byte)(input >> 16)
Output[3] =(byte) (input >> 24)
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Where operation ">>n" denotes an n-bit right rotation, so the results of this
step are:

Output[0] Output[1] Output[2]
194 94 89
3- Create key [k] , where k=0,..., 255 as

Output[3]
161

Key [K] = Output[0]
key[k+1] = Output[1]
key[k+2] = Output [2]
key[k+3] = Output [3]

4- Repeated step (2 and 3 ) for each value of select value [2-8] .Further,
the results of the key expansion of a 256-—bits are K = (" kO, k1,k2;k3
,k4,k5;k6,k7") as illustrated in figure (3.7).

In step 2 and 3 of an algorithm (3.4), follow the same procedure of stepl
and the results are 96-bit nonce N =(No N, N,), and a 128-bit block sigma
S=( So, S1, S, S3) are shown in figure(3.8, 3.9 and 3.10).

Ko Kl

194 | 94 [ 89 | 161 98 | 244 | 108 | 46
K2 K3

127 | 107 | 118 | 104 | 210 | 32 | 36 | 181
K4 K5

105 235 226 77 133 244 252 12
Ks K?

23 | 108 | 125 | 193 32 | 87 | 1199 | 15

Figure (3.8): 256-bits key.
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So S1

39 | 245 | 165 | 12 244 | 36 | 200 | 103

Sz SS

213 218 164 222 136 123 212 208

Figure (3.9): 128-bits sigma.

NO Nl N2

228 | 61 | 197 | 22| 225 |239| 34 | 212 | 97 | 245 | 32 | 42

Figure (3.10): 96-bits nonce.

The Chaotic Layer

In this step, is used values of Select matrix to using the value of Tent
function to select a row from the Chacha matrix (x matrix) as well as
using the value of Chebyshev function to select the column from the
Chacha matrix (X matrix), and the conjunction of row and column in this
matrix represents the value of Xn [0,...15]. Finally, using the selected
values of Xh [0,...,15] as inputs to Chacha quart round operation.

The Quarter Round of The Chacha20:
The main function of the ChaCha 20 algorithm is the quarter round. It

runs on four 32—bit unsigned integers, did refer to as a, b, ¢, and d. The
operation is carried out using equations (2.1,2.2,2.3, and 2.4). Chacha20
runs 20 rounds, alternating between "column rounds" and "diagonal
rounds"”. Each round, consisting of four quarter rounds, is run as shown in
the algorithm. (3.5).
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Algorithm (3.5): IChacha20 Quart Round

Input: Key K, Block Counter C, and Nonce N
X0,
Matrix2D[16,16) ,Matrix1D[4*4)
period table (id ,From,To)

Output: Z // keystream

Step1:X « InitialMatrix (K, C, N)
Y «— X;
For each(i=0; i< 9 ;i++)
Got to step2// input x0 and return array 1d call loc[]
/* Column Round */
(x0,x4,x8,x12) « QuarterRound (loc[0] , loc[4] , loc[8] , loc[12])
(x5, x9,x13,x1)« QuarterRound (loc[5] , loc[9] , loc[13], loc[1])
(x10,x14,x2,x6)«< QuarterRound (loc[10] , loc[14], loc[2] , loc[6])
(x15, x3,x7,x11)« QuarterRound (loc[15], loc[3] , loc[7] , loc[11])
/* Diagonal Round */
(x0, x5; x10, x15) « QuarterRound (loc[0],loc[x5], loc[10] loc[15])
(x1, x6, x11, x12) « QuarterRound (loc[1], loc[6], loc[11], loc[12])
(x2; x7; x8, x13) « QuarterRound (loc[2], loc[7], loc[8], loc[13])
(x3, x4, x9, x14) « QuarterRound (loc[3], loc[4], loc[9], loc[14])
end
L<X+y
Goto step 4
Step2:Quarter Round new location
loc = uint[16]
K =0
For each(i=0,j=0;i<4,j<4; i++,j++)
Got to step3// get location (x0) return location
loc [k]= loct
k++
End for
return array 1d call loc;
step3: return get location in rang table using enter xvalue
For each element in Rang do
If (Element. Xstrat > xvalue and
Element. Xend <= xvalue) then
return Element.location
End for
Step 4:Return Z
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Figure (3.11) Flowchart of Chacha20 quarter round
3.4.3 IChacha20 Encryption /Decryption Operation Stage
Figure (3.12) shows the block diagram of IChacha20 Encryption /Decryption

operation for data (text, image, or audio).
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Chaotic stage

l

v
Select value [100]

, 128-bits sigma IF. So S1 S2 S3

. 256 -bits key —

~ 1 K4 | Ks | K¢ | K7

96-bits Nonce No | N1 [ N2

»

4

Chacha Quarter Round Operation

v

Key Stream 64 bytes

1

: Plain Data
Plain Data Cipher Data
L s A

Figure (3.12): Block diagram of 1Chacha20 algorithm

The 1Chacha20 sequentially needs to call the Chacha20 block function, with
the same key, nonce, sigma, and consecutively continuing to increase the block
counter variables. Concatenating the keystream blocks from the successive blocks
forms a keystream. The IChaCha20 algorithm then performs an XOR of this
keystream with the plain data. Alternatively, each keystream block can be
XORed with a plain data block before proceeding to create the next block, saving

some memory. Algorithm (3.6) the encryption data using 1Chacha20 algorithm,
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where the input of this algorithm are: a 256-bits key, a 32-bit initial counter, a 96 —
bits nonce,128-bits sigma, and finally an arbitrary-length plaintext or an arbitrary
size of the image and the outputs are an encrypted text of the same length or cipher
image with the same size.

Algorithm (3.6): The IChacha20 encryption algorithm.

Input: key, sigma, nonce
Plain text// text, image, audio
Output: cipher message //ciphertext or image
Begin
For each( j=0 ; j<len(plaintext)/64)-1;j++)
keystream=Chacha20-block(key,sigma,nonce)
block = plaintext[(j*64)..(j*64+63)]
encrypted-messages += block @ key-stream
if ((len(plaintext) % 64) <> 0) then
J = len(plaintext)/64
key stream = Chacha20-block(key,sigma, nonce)
block = plaintext[(j*64)... len(plaintext) -1]
encrypted_mes += (block”key-stream) [0..len(plaintext)%64]
endif
end
return encrypted —-message
End algorithm

The decipher operation of the IChacha20 algorithm is to follow the same

steps of the encryption IChacha20 algorithm but in opposed order.
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Chapter Four

Results and Analysis

4.1 Introduction

This chapter is dedicated to present the results and tests that evaluate
the performance of the proposed method. Since the proposed system consists
of three stages (Chaotic Stage, Chaotic Chacha keystream Generation Stage, and
IChacha20 encryption /decryption Operation Stage) therefore different measures
are used to evaluate these stages. An initialization is given in section (4.2). The
implementation of the proposed system is illustrated in section (4.3). While section

(4.4) clarifies the results of the proposed system.

4.2 Initialization

The proposed system is implemented by using Microsoft visual
studio (2019) by the C# programming language, Android Studio 3.4.1, SQL
Server 2012, with a laptop computer (core i7 - seven generations) and (Windows

10) as an operating system.

4.3 The Implementation of the Proposed System

The implementation of the proposed system starts when the sender attends
to send data to the receiver via the server, the server gives to that user (user names
and password) with cipher data. On the receiver side, starting with the
main interface of the application that requires (username and password) to log in,
as shown in figure (4.1). After the receiver entering its username and password

then show the decryption interface of the application as shown in figure (4.2).
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935 S &A@

Proiect_ M_01

User Name

PassWord

Figure (4.1) The main interface of the receiver side
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105 ¢ a@

Proiect_ M_01

Figure (4.2) The decryption interface of the application
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4.4 Results of The Proposed System (IChacha20 Algorithm)

In this section, present in order the results of each step of the

proposed IChacha20 algorithm respectively in subsection (4.4.1,4.4.2, and 4.4.3).

4.4.1 Results of Chaotic Stage
Figure (4.3) shows the outputs of chaotic functions, where the setting

parameters of are
R = 0.96,x, = 0.66, number of iteration = 100 ,and the setting parameters of

chaotic Tent map

the Chebyshev chaotic map are k=5, x, = 0.21, and number of iteration = 100.

[ 1 M
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° HM ﬁ“|J ”!Hwﬂ“ le M|W N|wfﬂﬂfﬁ ”4 FHH!;
||‘|| | IH l‘ |Iu "J| |Iu ' | I l||||| | l'” ” | M |
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| | [ Ill ||| I hl |

(b)

Figure (4.3) Behaviors of chaotic function; a) Tent chaotic function,

b) Chebyshev chaotic function.

Where (x-axis: Parameter space € (0,1), y-axis: Chaotic range € (0, 1))
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Figure (4.4) illustrated results of selection location from the initial matrix in a
random manner based on values of 1d Tent and 1d Chebyshev chaotic functions to

selection number of row ; and column ;.

20

Figure (4.4) Result of selection location from the initial matrix [16*16] based on

values of 1d Tent and 1d Chebyshev chaotic functions.

Where row represented by Tent, column represented by Chebyshev map.

4.4.2 Results of Chaotic Chacha Keystream Generation Stage
Table (4.1) shows the results of the stream key setup which includes a 256-bit
key, 96-bit nonce,128 —bits sigma.
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Table (4.1) Results of the key setup 256-bit key,128-bit sigma, and 96-bit nonce.
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256-bit key 128-bit sigma 96-bit Nonce
item | Chaotic[x] | Byte | item | Chaotic[x] | Byte | item | Chaotic[x] | Byte | item Chaotic[x] Byte
no. no. no. no.
1 2706988738 | 194 5 1306717033 | 105 1 212137255 | 39 1 382025188 228
94 235 245 61
89 226 164 197
161 77 12 22
2 778892386 6 217904261 2 1741169908 2 3559059455
98 133 244 255
244 244 36 239
108 252 200 34
46 12 103 212
3 1752591231 | 127 7 3246222359 || 23 3 3735345877 || 213 3 706803041 97
107 108 218 245
118 125 164 32
104 193 222 42
4 3039043794 | 210 | 8 264722208 32 4 3503586184 | 136
32 87 123
36 199 212
181 15 208
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4.4.3 Results of Encryption Data using Proposed IChacha20

Algorithm
The encryption process using the proposed IChacha20 algorithm Appling to
three types of data (text, image, and audio), so this section is shown the results of

encryption each type of data respectively in subsection (i, ii, and iii).

I. Results of Encryption Text using IChacha20 Algorithm
Table (4.2) shown text samples for using an encryption test of the proposed
IChacha 20 algorithm. The testing methodology consisted of randomly generated
data split in predefined sizes (8, 16, 32, 64, 128, 256 MBs) and sent to the
encryption modules. Figure (4.5) clarifies the practical application of the proposed
encryption 1Chacha20 algorithm using a text sample (#1)
Table (4.2) Tests plaintext samples

No.Text Text Text size
#1 "Ministry of Higher Education and 114 Char

Scientific Research/Diyala University/College
of Science/ Department of Computers ."

#2 "Convince what God has given you may be the | 77 Char
richest people, but you don't know"

Hash | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char
#1 #2 3# #4 5# #6 #7 #8 #9 10# 11# #12 #13 14# 15# 16#

0000 M i n i S t r y 0 f H i g h
0016 e r E d u c a t i 0 n a n d
0032 S c i e n t i f i c R e S e
0048 a r c h / D i y a | a u n i \Y
0064 e r S i t y / C 0 | | e g e 0
0080 f S c i e n c / D e p a r t
0096 m e n t [0} f C o} m p u t e r
0112 S

a) Split plain text #1
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Hash Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte
#1 #2 3# a# 5# 6# 7# 8i# 9# 10# 11# #12 #13 14# 15# 16#
0000 | 77 | 105|110 | 105 | 115|116 | 114 | 121 | 32 | 111 ] 102 | 32 72 | 105 | 103 | 104
0016 | 101 | 114 | 32 69 | 100 | 117 | 99 97 | 116 | 105 | 111 | 110 | 32 97 | 110 | 100
0032 | 13 10 83 99 | 105 | 101 | 110 | 116 | 105 | 102 | 105 | 99 32 82 | 101 | 115
0048 | 101 | 97 | 114 | 99 | 104 | 47 68 | 105 | 121 | 97 | 108 | 97 32 32 14 85
0064 | 110 | 105 | 118 | 101 | 114 | 115 | 105 | 116 | 121 | 47 67 | 111 | 108 | 108 | 101 | 103
0080 | 101 | 13 10 | 111 | 102 | 32 83 99 | 105 | 101 | 110 | 99 | 101 | 47 67 | 111
0096 | 109 | 112 | 117 | 116 | 101 | 114 | 115 | 32 68 | 101 | 112 | 97 | 114 | 116 | 109 | 101
0112 | 110 | 116 | 13 10
b) ASCII code of each character of the plaintext#1
1374659166 3334001404 3459224807 1503453264
3288287840 2769032972 2097303670 809070472
2344945394 2802150961 833558683 3134718571
1 2328993245 3208036621 2440375337
2204560438 955107783 1169771929 1394803218
4203182440 3039001457 839477794 696523354
1189532304 238946272 1492119273 1192979903
1145592442 95381558 3553174574 1081436883
c) keystream blocks
Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte | Byte
#1 #2 3# 4# #5 6# T# 8# #9 10# | 11# | 12# | #13 | #14 | 15# | #16
192 164 145 88 86 119 112 158 33 77 65 111 165 252 189 53
210 214 198 241 62 119 73 154 160 205 137 212 240 254 6 235
197 113 15 74 222 209 152 74 197 172 13 50 85 4 163 215
172 120 26 247 219 215 37 104 211 104 140 61 57 84 159 139
91 103 66 242 202 118 102 31 147 205 111 155 68 144 130 48
201 222 143 87 178 231 236 44 181 197 114 52 109 180 169 32
247 | 81 122 | 194 | 213 | O 220 | 82 23 108 | 125 | 193 | 5 32 215 | 217
203 | 63 178 | 108
d) 64-bytes of stream key using chaotic map
Hash Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char
#1 #2 #3 a# 5# #6 7# 8# o# 10# 11# 12# 13# 14# #15 16#
0000 | 141 | 205 | 255 | 49 37 3 2 231 |1 34 141 | 205 | 255 | 49 37 3
0016 | 183 | 164 | 230 | 180 | 90 2 42 251 | 212 | 164 | 183 | 164 | 230 | 180 | 90 2
0032 | 200 | 123 | 92 41 183 | 180 | 246 | 62 172 | 202 | 200 | 123 | 92 41 183 | 180
0048 | 201 | 25 104 | 148 | 179 | 248 | 97 1 170 | 9 201 | 25 104 | 148 | 179 | 248
0064 | 53 14 52 151 [ 184 |5 15 107 | 234 | 226 | 53 14 52 151 [ 184 |5
0080 | 172 | 211 | 133 | 56 212 199 | 191 | 79 220 | 160 | 172 | 211 | 133 | 56 212 | 199
0096 | 154 | 33 15 182 | 176 | 114 | 175 | 114 | 83 9 154 | 33 15 182 | 176 | 114
0112 | 165 | 75 191 | 102

e) ASCII code for cipher text#1
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Hash Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char | Char

1 2 3 4 5) 6 7 8 9 10 11 12 13 14 15 16
0000 | = ] y 1 % c " ' 6] i . U ]
0016 | - o ® § z 0 0 o ® ° [5) Y h -
0032 | E { \ ) § 6 > - E d Q u vV | £ o
0048 | E h » 3 2 a a \ t ¢ p
0064 | 5 4 | — . k 8 a [} ( i c | W
0080 | - o | .. 8 0 ‘ 0 U w > é 0
0096 | ! LI r | ~ | r [ s w | T [ ° | %
0112 ¥ K ¢ f

f) Ciphertext #1

Figure (4.5) Practical application of the proposed encryption IChacha20

algorithm using a text sample (#1).

The text samples presented in Table (4.2) using the proposed IChacha20
algorithm evaluated based on the metric of the correlation coefficient, as
indicated in equation no.(2.8). Where the value of the correlation coefficient
appeared for the first text and using the IChacha 20 algorithm (0.5952), While the
value of the correlation coefficient is for the second text encoded using the
IChacha 20 algorithm ( 0.6162).

il.  Results of Encryption Image using 1Chacha20 Algorithm.

The good cipher algorithm must be sensitive to the secret key and the plain
data. If the proposed algorithm is sensitive to the secret key, when the proposed
algorithm is using another key with only a small difference for image encryption,
the results should be very different. Table (4.3) shows four-color images samples

in RGB color space which are using in the proposed IChacha 20 algorithm.

-59.-



Chapter Four Results and Analysis

Table (4.3) The Tests Image Samples

No. _ Image
Images Image Size ) i
Image Dimensions
#1 28.6KB 256x256
#2 48.0KB 256x256
#3 20.0KB 256x256
#4 192KB 256x256

Table(4.4 ) show the original test image with its histogram using both cipher
algorithm that original Chacha20 and proposed IChacha20. . where illustrated
results of the table the distributed pixels of original test images and their
corresponding cipher images, the results provide the histogram images
that ciphering by wusing proposed IChacha20 more homogeneous
and uniform, making it difficult for unauthorized people to obtain any data from

the encoded images.
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Table (4.4) Histogram of original test images and their corresponding cipher

Images using original Chacha20 &proposed IChacha20

No. Histogram Histogram Histogram
Image original image Cipher image Cipher image
Using Chacha20 Using IChacha20
#1
1600
1400
> 1200
%w
£ 600
400
200
0 100 150 200 250 0 50 TD[;G B[RG;]BD 200 250 WDE;GE[RGL]SD 200 250
RGE[RGB]
#2 2500 1000
» 2000
g 1500
F 1000
“ 500
u
50 100 150 200 250 0 50 oo 150 200 280 0 50 100 150 200 250
RGE[RGE] RGE{RGE] RGEIRGE]
#3 5000
. 4000
£ 3000
£ 2000
“ 1000
u
50 100 150 200 250 50 100 150 200 250 100 150 200 250
RGE[RGE] RGBIRGE] RGB[RGE]
#4 2000

3
]
=
=

Frequenc

WDDD' ‘ | |

0 50 100 150 200 250
RGE[RGE]

100 150
RGBIRGE]

100 150 200 250
RGEIRGE]

The results of image quality metrics are applied between original test
images and their corresponding cipher images using both original Chacha20
and IChacha20 algorithms, the metrics are: Mean Square Error (MSE) as in
equation no. (2.11) and the best value of it must be lower, Peak Signal-to-Noise
Ratio (PSNR) as in equations (2.12)(2.13) respectively and the best value of it
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must be higher. Universal Quality Index Image (UQI) must be closed to 1 as in
equation no. (2.14) and Normalized Correlation Coefficient(NCC) must be closed
to 1 as in equation no. (2.15). The results of these metrics showed in a table (4.5),
the 1Chacha20 has the best results more than the original Chacha20. The best value
of MSE =9516.2558403015, the best value of PSNR= 8.3461425153Db, the best
value of NCC =0.4374341199, and finally, the best value of UQI =0.5105258736.

Table (4.5) Results of MSE, PSNR, NCC, and UQI metrics

Metrics No. Image Image Size Original Chacha20 Proposed IChacha20
#1 28.6KB 6297.3720207214 6301.7086143494
/b #2 48.0KB 9511.8949851990 9516.2558403015
%
#3 20.0KB 8497.7762374878 8502.9133377075
#4 192KB 6794.4051132202 6815.6725168228
#1 28.6KB 10.1392101062 10.1362204297
v
% #2 48.0KB 8.3481331400 8.3461425153
#3 20.0KB 8.8377506976 8.8351260813
#4 192KB 9.8092892296 9.7957164583
#1 28.6KB 0.9270183361 0.9282682998
/’63 #2 48.0KB 0.4382184016 0.4374341199
O
#3 20.0KB 0.5255600819 0.5252820990
#4 192KB 0.4751681715 0.4731776050
#1 28.6KB 0.4952951992 0.4937781146
O’ #2 48.0KB 0.4333429762 0.4323990544
#3 20.0KB 0.5107446324 0.5105258736
#4 192KB 0.4714120255 0.4694661374
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Table (4.6) includes execution time (per second) between encrypted
images by using the original algorithm and the proposed 1Chacha20 algorithm,
where the proposed IChacha20 algorithm was faster than the original algorithm
in execution time over all test images.

Table (4.6) Execution time of all images by using the original algorithm

and the proposed IChacha20 algorithm

Item no. Original algorithm IChacha20
algorithm
Imgl 03:34.1 sec 02:53.6sec
Img2 03:16.7 sec 03:10.0 sec
Img3 02:07.1 sec 01:26.4 sec
Img4 02:12.1 sec 01:27.6 sec

ii.  Results of Encryption Audio using IChacha20 Algorithm.

Table (4.7) show two audio samples using in test performance of
the proposed IChacha20 algorithm based on Correlation analysis as in
equations no. (2.8) (2.9) (2.10) and Signal to noise ratio(SNR) as in equation
no. (2.16) (2.17) metrics. Figure(4.6) illustrated the histogram of original
audio and its corresponding cipher audio using proposed IChacha20
algorithms, where the yellow pixels represent original audio and red

pixels represent cipher audio.
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Table (4.7) Audio samples

No. Audio time Size Bitrate Format
Audio
#1 00.00.11 2.08 MB 1536kbps wave
Sec
#2 00.00.07 1.21 MB 1411kbps wave
Sec
AR O

0 50 100 150 200 250
RGE[Histogram analysis]

a) Histogram of the original and cipher audio signal #1

30000

25000 —

20000 —

15000 —

Frequency

10000 —

5000

o 50 100 150 200 250
RGB[Histogram analysis]

b)Histogram of the original and cipher audio signal #2

Figure (4.6) Histogram of original and cipher audio signal;

a) audio signal #1, b)audio signal #2.
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Encrypted data is represented as numbers in a histogram in
the encryption operations. If the distributions of these numbers are somewhat
close, then the performance of the encryption process is good as shown in figure
(4.6). the histogram of the ciphered audio signal using the proposed IChacha20
algorithm is significantly different from the original audio signal, and it is
completely uniform. This means that the proposed IChacha20 obtains a very
good quality of encryption which explains the high-security level.

The value of the correlation coefficient appeared for the first audio sample
by using the IChacha 20 algorithm (0.000521), while the value of the correlation
coefficient is for the second audio sample encoded using the IChacha 20
algorithm ( 0.001071). As for the value of the SNR metric for the first audio
sample by using the IChacha 20 algorithm (1.7969), While the value of the
correlation coefficient is for the second audio sample encoded using the IChacha

20 algorithm ( 1.957).

4.5 Analysis
Testing the randomness of keys sequence is an essential part of security

evaluation for a cryptographic system. To test the randomness of the keys that
are generated by the proposed IChacha20 algorithm, the NIST (National Institute
of Standards and Technology) package is used. The results for (11) statistical
tests of the NIST are shown in table (4.8).

- 65 -



Chapter Four Results and Analysis

Table (4.8) The statistical Tests of NIST on the keys of the proposed IChacha20

algorithm

Test Name Key Key Key Key Key

128bit 255bit 512bit 1024bit 2,048bit
Block-frequency | 0.215925 |0.859684 |0.376759 |0.157299 |1
Cumulative-sums | 0.627432 | 0.744238 |0.627432 |0.627432 | 0.265697
FFT 0.95949 | 095049 |0.115349 [0.387868 |0.95949
Frequency 0.49092 |0.49092 |0.234115 |0.415592 |0.661128
Lempel-Z 0.676064 | 0.674771 |0.67823 |0.676933 |0.676933
Linear-complexity |1 1 1 1 1
Longest-run 1 1 1 1 1
Nonperiodic- 0.999987 |0.999987 |0.999987 |0.999987 |0.044965
templates
Overlapping- 1 1 1 1 1
templates
Runs 0.552229 |0.035714 |0.546147 |0.600654 |0.088358
Serial 0.84229 10.922714 |0.157711 |0.498531 |0.498961
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Chapter Five

Conclusions and Suggestions for Future Works

5.1 Conclusions

The conclusions can be drawn from the results and tests of this work as follows:

1-

2-

The proposed system has been built using Chacha20 based on chaotic functions
(Tent maps and Chebyshev maps).

The Chacha20 input has been containing four constants, a key, a nonce, and a
counter, which had entered manually, while the proposed IChacha20 had inputs
randomly generated in one stage.

IChacha20 generated a high random keystream because of the output of chaotic
functions.

The proposed algorithm can generate very sensitive keys to change in the initial
values with higher diffusion.

The keys were tested using the NIST metric, this metric showed that the
resulting key is more random, which gives the proposed algorithm more
security in encrypting data.

The proposed IChacha20 encryption algorithm having generated a
secret key that completely different from the original algorithm based on the
correlation coefficient metric.

The correlation coefficient metric has gotten the best value using IChacha20 =
0.617 with text size =77 char.

The results had provided a histogram to all images that ciphered using proposed
IChacha20 more homogeneous and uniform from images that ciphered using
original Chacha20 as shown in table (4.6).
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9- The proposed 1Chacha20 had obtained the best values of metrics for all testing
image samples. The best value of MSE =9516.256, the best value of
PSNR= 8.346, the best value of NCC =0.437, and finally, the best value of UQI
=0.511, while the original chacha20 had obtained values of metrics for all
testing image samples using the same metrics. The best value of
MSE =9511.894, the best value of PSNR= 8.348, the best value of NCC
=0.438, and finally, the best value of UQI =0.511. This indicated that the
performance of the proposed algorithm is better than the original algorithm.

10-The proposed 1Chacha20 is faster than the original Chacha20, where the best
value of execution time using the proposed IChacha20 had been obtained in the
cipher process was(01:26:4sec) while the best value of execution time using
original Chacha20 had been obtained in the cipher process was(02:07:1sec).

11-The audio samples that have been ciphered using the proposed IChacha20
obtained a completely different histogram from that of the audio samples that
have been ciphered using the original Chacha20, They are completely uniform.

12-The proposed IChacha20 has obtained the best value for all ciphered audio
samples. Where it was the best value of correlation analysis=0.000521 and the
best value of SNR = 1.7969.

5.2 Suggestions For Future Work

In this work, several subjects have been specified that will

provide significant support in the field of using Chacha20:

1. Developing a new different method for information and communication
security using lightweight Chacha20 with another chaotic map functions such

as: (Symplectic, Tangent, Tinkerbell, and Interval exchange map).
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2. Applying the proposed system using Chacha20 based on DNA sequence
and multi-chaotic maps.

3. Employing the proposed system in blockchain (encryption of database).

4. Using an attack, such as a keys recovery attack, to the proposed IChacha20

method for measuring the strength of a cipher.
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