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Abstract

The easy and free entrance to large-scale public databases with the rapid
quick progress of deep learning techniques and applying artificial intelligence
(AI), especially the Generative Adversarial Networks (GAN), have driven to the
production of very realistic fake videos content and guarantee an advanced level
of realism with its implications towards corresponding society. This unlocks the
door to a chain of sensational applications in different fields such as video games,
film production, and advertising. On the other hand, it constitutes enormous
security threats. Freely available software packages on the web allow any person,
with minimum skills, to produce very realistic DeepFakes videos. This
technology is used to blackmail and discredit people, manipulate the opinion of
the public during elections, etc. There are no limits to the potential abuses of the
human imagination. Subsequently, there is an imperious need for automated tools
that have the capability of detecting such fake videos and averting the diffusion
of dangerous fake multimedia content.

Previous works and researches in that field showed a lot of complexity with
different accuracy. In this thesis, a new technique is described, proposing the use
of the Wavelet Transform to determine the blur extent of the face region of
interest (RIO) and the surrounding context by the use of edges type and make a
comparison between them. This approach can successfully distinguish Al-
generated counterfeit videos from genuine ones.

Based on the observations that the prevailing DeepFake set of rules can
only generate images of constrained resolutions for the synthesized faces, which
require additional distortion and obscuration to coordinate the valid appearances
in the source video. Certainly, such changes will create unmistakable artifacts,
the proposed method can effectively capture these artifacts by revealing the edge
types and blurriness ratio. Most of the previous approaches need a large amount
of DeepFake generated images and real portrayal to train the convolutional neural

network (CNN). This technique does not need to bother with instances of
I



DeepFake produced depiction as negative preparation since it focuses on the
artifacts as a distinctive feature in affine face warping to recognize if the videos
are real or fake. Thus, economizes resource-demanding and time-consuming.
The used technique is more robust compared to others where such artifacts
are general existed in DeepFake videos. The proposed method in this thesis was
conducted using on the UADFV dataset and the result of the whole experiment
result gave very good accuracy with great reliability, reached 100% on the

mentioned dataset with a few nuances in each video test.
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Chapter One General Introduction

CHAPTER ONE
GENERAL INTRODUCTION

1.1 Introduction

In the last few years, the issue of fake news has turned into a threat to crowd
discourse, human society, and democracy [1] [2]. Counterfeit news is a type of
imaginative news-style to deceive the public with content that is fabricated [3]
[4]. In 2020, 4.57 billion people were active internet users, encompassing 59
percent of the global population [5] [6], with a very large amount of images and
videos are uploaded to the Internet each day. This includes millions of photos and
over 400 hours of video content uploaded to social media and YouTube every
minute. False news diffuses very fast especially via social media platforms, it can
influence a very large number of internet users [7] where the studies showed that
over 20% of the users follow the news through YouTube and Facebook [8].

The advanced technology of visual media advances has led to new facilities
for processing and generating artificial videos. In particular, modern Al-based
tools have been provided to create extremely hyper-realistic manipulated videos
which are named DeepFakes, this new technology may comprise a serious threat
to attack the general opinion on a certain event or the reputation of some
individuals as almost with an average computer specification anyone can
fabricate fake videos so easily that are virtually indistinguishable from actual real
media [9]. Due to the rise in popularity of the misinformation the need to
individuate this type of fake information becomes fundamental, a tool to confirm
media news content genuinely, as new technologies permit persuasive
manipulation of video [8]. Nowadays, the public lives in the era of what some
have called a post-truth, it is characterized as information warfare running false

news campaigns to manipulate public opinion driven by pernicious actors [10].



Chapter One General Introduction

The proposed method shows a new forensic technique that can distinguish
between fake and real video sequences with good accuracy. In this work the
adoption of the inconsistency of the blur feature in the video frame to exploit the
possible difference between ROI and the surrounded context. This clue is then
used as a feature to be boosted by ResNet-50 classifiers. Preliminary results
obtained on the DeepFake video dataset UADFV [11] [12] highlights very

promising performances.

1.2 DeepFake videos

The term DeepFake is a mixture of Deep learning and Fake, DeepFakes are
digitally manipulated hyper-realistic videos to depict individuals doing and
saying things that have not occurred in reality. The production of DeepFakes
depends mainly on artificial intelligence neural networks which are known as
Generative Adversarial Networks (GANs) [13]. This neural network can learn in
a comparable way to the brain of human beings. The more photos and videos of
a person exposed to a neural network, the more accurately it can replicate the
expressions of facial, and mannerisms of that person when producing a DeepFake
video.

The most famous DeepFake applications and their highlights are
introduced in Table (1.1). The procedure of DeepFake demand feeding two
images (source and target) of different people into a Deep Learning [14]
algorithm and train it to alternate their faces. It uses Artificial Intelligence and
mapping of facial technology that swaps the face of a source person on a video

into the face of the target person in the same video.
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Table 1.1: Summary of well-known DeepFake applications.

Application

Key features

Faceswap

Shared parameters of the encoder are used.
Uses two encoder-decoder pairs.

Faceswap-GAN

Perceptual misfortune using Visual Geometry Group (VGG) and
adversarial disposed misfortune are added to the auto-encoder
design.

DeepFacelLab

Bolster different face extraction modes, for example, Digital
Library (Dlib), Multi-task Cascaded Convolutional Neural
Networks (MTCNN), and Single Shot Scale-invariant Face
Detector (S3FD).

Grow the Faceswap model with new models.

DFaker

Implemented based on Keras library.
DSSIM misfortune work is utilized to recreate the face.

DeepFake-TensorFlow

Same as DFaker but implemented depending on TensorFlow.

1.3 Related work

The detection of manipulated videos is much harder than fake image

detection due to the solid corruption and degradation of the data of the frame after

video compression [15]. A great challenge for methods designed to detect fake

videos because of its temporal attributes that are differed among frames sets.

Several related methods to the proposed work in this study have been reviewed

in the literature.

e P. Zhou et al. [16], 2017, proposed a two-stream network for face tampering

detection. They train GooglLeNet to detect tampering artifacts in a face

classification stream and train a patch-based triplet network to leverage

features capturing local noise residuals and camera characteristics as a second

stream. Also, they used two different online face-swapping applications to

create a new dataset that consists of 2010 tampered images, each of which

contains a tampered face. They evaluated the proposed two-stream network

on the newly collected dataset. Experimental results demonstrate the

effectiveness of their method and it reaches 85.1% AUC. The Two-stream

network is considered as a complex method and hard to train compared to the
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results obtained. The proposed method was tested on the Celeb-DF and the
results were too low, 53.8% AUC.

e D. Afchar, et al. [15], 2018, introduced a method to detect facial tampering
in videos automatically and effectively at the mesoscopic level and focuses in
particular on two recent techniques used to produce hyper-realistic faked
videos, DeepFake and Face2Face. Due to the compression which severely
degrades the data, traditional image forensics techniques are typically not well
suited to videos. Thus, this work follows a deep learning approach at the
mesoscopic level and presents two networks, both of which have a small
number of layers to focus on image mesoscopic properties. A modified version
of “Meso-4" is composed of a derivative of the “Inception module” proposed
in [17], called “Mesolnception-4”. The solution they suggested was evaluated
with a private dataset, achieving 98% ACC for the best accuracy results. The
method was calibrated against unseen datasets in [18] and in some cases, as
with “FaceForensics++”, proved to be a robust approach, but its weakness was
in finding the artifacts in some Deepfake videos, as seen in the results of the
UADFYV dataset which was 84.3% AUC.

e M. Koopman, et al. [19], 2018, proposed a method that uses the analysis of
Photo Response Non-Uniformity (PRNU) to detect DeepFake video. The
PRNU is characterized as an industrial facility deformity of light-sensitive
sensors of advanced cameras known as noise patterns stemming. Every digital
camera has its PRNU patterns and is considered as the digital image
fingerprint [20] [21]. The exchanged faces are assumed to change the native
PRNU patterns of video frames in the facial zone. The process starts by
decomposing the videos into frames, then the facial regions are cropped. After
that, it is then isolated sequentially into eight groups and an average of PRNU
patterns is calculated for everyone. The results indicate that there is no
correlation between the authenticity of the video and the variance in

correlation scores. There does appear to be a correlation between the mean
4
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correlation scores and the authenticity of the video, where on average original
videos have higher mean normalized cross-correlation scores compared to the
DeepFakes. Their proposed approach was evaluated over a private database
created using 5 different mobile applications, achieving an average of 13.7%
EER in manipulation detection which is considered a relatively high ratio
compared to other methods.

e M. Chang, et al. [22], 2018, Proposed the Eye Blinking method to detect
DeepFakes. Because of the way that an individual in DeepFakes has no regular
eye blinking like that in non-manipulated videos. Normally images available
on the internet do not show individuals with shut eyes, without having such
images, DeepFake calculations cannot create scenes with faces that have
normally blinking eyes. Distinguishing original from tampered videos, the
author extracted the frames from the videos after that the eye areas are
separated depending on six eye landmarks from face areas. Long-term
recurrent convolutional network (LRCN) [23] 1s used on the cropped eye area
sequences for the prediction of dynamic state. Based on CNN, the LRCN
consists of a feature extractor, the arrangement learning relies upon Long
Short Term Memory (LSTM), and the state forecast depends on the
completely associated layer to gauge the probability of a shut-eye and open-
eye state. Strong temporal dependencies were shown by the eye blinking, the
LSTM implementation helps to capture these temporal patterns in a very
effective way. The methodology was appraised on a lot of information that
was gathered from the web comprising of 49 meetings and introduction
recordings and their indistinguishable phony recordings delivered by the
DeepFake algorithms. A promising result was gained from the proposed
approach in detecting DeepFake videos, also, improvement can be performed
by thinking about the dynamic pattern of blinking where exceedingly common

blinking of the eyes might be considered as a sign of tampering. No long time
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after this forensic technique was announced to the public, the upcoming age
of synthesis strategies consolidated blinking into their frameworks.

e Y. LiandS. J. Lyu [24], 2018, proposed an approach that is based on the
observations that the current DeepFake algorithm could only generate images
of restricted resolutions, that need to be further warped to recreate the actual
faces in the source video. These transforms leave distinctive artifacts in the
resulting DeepFake videos, and they can be effectively captured by
convolutional neural networks (CNNSs). This approach was assessed on two
DeepFake video datasets, called the DeepFake TIMIT [25] and UADFV [12]
[11]. The DeepFakeTIMIT dataset includes a set of 64x64 size low-resolution
quality videos of and a second set of 128x128 high- resolution quality videos
of with an around 10537 original images and 34,023 faked images obtained
from 320 videos for each set of quality. The UADFV dataset consists of 49
genuine videos and 49 fake videos having around 32752 frames in total.
Compared to previous methods that use a large amount of real and DeepFake
images to train CNN classifier, this method doesn't need any negative training
examples as it targets the objects in affine face warping as the distinctive
feature for distinguishing real and fake images. This method was evaluated on
the UADFYV dataset on “VGG16” [26], ResNet50, ResNet101, and ResNet152
[27] models using the Area Under Curve (AUC) metric in two settings: image-
based evaluation and video-based evaluation. For image-based evaluation,
they process and send frames of all videos into the four networks respectively.
The VGG16, ResNet50, ResNet101 and ResNet152 models achieve AUC
performance 83.3%, 97.4%, 95.4%, 93.8%, respectively. ResNet networks
have about 10% better performance compared to VGG16, due to the residual
connections, which make the learning process more effective. Yet, ResNet50
has the best performance among the other ResNet networks. The video level
performance of each type of CNN model. VGG16, ResNet50, ResNet101 and
ResNet152 can achieve AUC performance 84.5%, 98.7%, 99.1%, 97.8%

6
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respectively. In this video-based evaluation metric, the ResNet network still
performs ~15% better than VGG16. Yet, each ResNet model has a similar
performance, as in the case of image-level classification.

e X.Yang,etal. [11], 2019, proposed a new way of revealing DeepFake videos
created by Artificial Intelligence methods. This method is based on the
observations that DeepFakes is created by splicing the synthesized face region
into the original image, thereby introducing errors that can be revealed when
the face images estimate 3D head poses. An SVM classifier is evaluated using
a collection of real face images and DeepFakes using features based on this
cue. The results, assessed using individual frames as an inspection unit with
the output metric Area Under ROC (AUROC). The tests show the SVM
classifier reaches an AUROC of 89.0% on the UADFV dataset. This indicates
that the estimated difference between the head and the whole face from the
central region 1s a good feature for identifying images generated by DeepFake.
Besides, an estimation of the performance was carried out using individual
videos as an analysis unit for the UADFV dataset. This is done by averaging
the estimation of frame classification over the individual videos. They also
conduct an ablation study comparing the performance of various types of
features used in the SVM classifier.

e E. Sabir etal. [28], 2019, proposed a method that exploits the Spatio-temporal
highlights to distinguish DeepFakes videos. Recurrent convolutional layers
models are a class of profound learning models that have proved effective in
exploiting temporal information from domain-wide image streams. Thus the
best strategy for combining variations in these models with domain-specific
face preprocessing techniques is refined through extensive experimentation to
obtain state-of-the-art performance on benchmarks of publicly available
video-based facial manipulation. Specifically, the attempt is to identify
tampered faces in video sources achieving AUC results of 96.9% and 96.3%

for the DeepFake and FaceSwap methods, respectively. Only the low-quality
7
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videos were considered in the analysis. The test is also carried on the
FaceForensics++ dataset [29], improving the previous state-of-the-art by up
to an accuracy of 4.55% to reach 94.3% ACC.

e H. Nguyen, et al. [30], 2019, proposed detecting manipulated videos by the
use of Capsule Networks. This type of network was introduced at the
beginning to address the CNNs limitations when used in inverse graphics
tasks. The evaluation of this method was on four datasets having a wide range
of fake videos and images, which include the Ldiap Research Institute replay
attack dataset [31]. The accuracy of face swapping detection at frame level on
the DeepFake dataset was 95.93% and the accuracy of face swapping
detection at video level on the DeepFake dataset was 99.23%.

e O. de Lima et al. [32], 2020, Showed that intra-frame inconsistency and
temporal inconsistency among frames are found in DeepFake videos. A
temporal-aware pipeline method was proposed which utilize CNN and Long
Short Term Memory (LSTM) to spot DeepFake videos. Frame features are
extracted by the CNN, after that it is passed into the LSTM to generate a
descriptor of the temporal sequence. Afterward, for classifying manipulated
videos from genuine videos, a fully-connected network is used based on the
sequence descriptor. The system using the Celeb-DF dataset can accurately
predict if the fragment being analyzed comes from a DeepFake video or not,
this method outperformed state-of-the-art frame-based detection methods.
This method tested some of the most popular networks that take advantage of
temporal features. All the networks were trained on the Celeb-DF dataset
starting from the pre-trained published weights. No layers were frozen for
training. Each method was trained for over 25 epochs and the best ROCAUC
scores were 74.87%, 99.43%, 97.59%, 99.30%, and 99.73 on Residential
Communications Network, R2Plus1D, 13D, Mobile CubeSat Command and
Control (MC3), and R3D respectively.
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1.4 Statement of the problem

DeepFake technology can learn and utilize from the massive amounts of
photos and videos found on the Internet to generate not only forged videos but in
a very hyper-realistic video of individuals. Scampers may use these renderings to
target different types of public figures and political leaders, such as the presidents
of the leading countries, even executives of major celebrities. The consequence
of this phenomenon would lead to distrust in what to hear or what to see.
DeepFakes are a seemingly realistic video of an individual’s generated using
artificial intelligence that shows actions that never occurred in reality. These
types of videos are becoming almost indistinguishable from the real videos.

Now, as we are living in the digital age, the ability of denial and fraud
campaigns have advanced more than ever before, by coordinating online
campaigns to spread artificial false, misleading, or malignant content. The habit
of creating an alternative reality is a result of the incompetence of people to
believe what they hear or see, people are more likely to pick out the reality that
most mightily aligns with their thought. The substitutional reality may divide
society by engaging in people’s prejudice and by eliminating the common

understanding of the truth.

1.5 The aim of the thises

This thesis aims to build a strong DeepFake detection system to distinguish
between real and fake videos that have been generated by DeepFakes applications
by using Discrete Wavelet Transform (DWT). Besides the use of DWT, a pre-
trained ResNet-50 has been used to boost the capture of the artifacts to give more
accurate results. Serious steps must be taken, and start developing tools for the

detection of DeepFakes videos to limit the creation of this phenomenon
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1.6 Thesis organization

The thesis is segmented into five chapters; a brief description of their
contents 1s given below:
Chapter One: This chapter introduces an overview of the work and related
works.
Chapter Two: This chapter introduced methods and descriptions for the
theoretical background and techniques that are used in this thesis.
Chapter Three: This chapter describes the proposed systems with their design
and implementation and the execution of the stages of the proposed system.
Chapter Four: This chapter presents the tests and the results of the proposed
system.

Chapter Five: This chapter offers conclusions and systems for future work.

10
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CHAPTER TWO
THEORETICAL BACKGROUND

2.1 Introduction

The technological and scientific revolution has always created social and
scientific transformation. The past few years displayed the progress in speed and
scale at which such change is achieved. Artificial Intelligence (Al) in the 2010s,
started to show its potential superb power. Driven at most by the emergence of
deep learning and the use of neural networks to spot patterns in complex data.
These improvements in technologies reach every area of daily life, such as
education areas, health, production industries, and so on. Thus, recent
advancements in computer and software technologies are the base for the society
of tomorrow. The artificial intelligence is one of the hottest topics of Computer
Vision, tremendous advances are achieved in self-driving cars, robotics as well
as in various photo editing applications. Every day steady progress is being made
in object detection. These days, GANs are also one of the things that researchers
are concentrating on. Vision is revealing to us the technology future, it is scary
what will be the end of its possibilities.

Python nowadays becomes the most used machine learning and artificial
intelligence programming language. The reasons behind the popularity of the use
of Python is its reliability and efficiency, prebuilt libraries, healthy and active and
supportive community, and supports Big Data as well. Python has made its way
into the most complex technologies such as Artificial Intelligence, Machine
Learning, and Deep Learning. For these reasons and many other ones, this

language has been used in this research thesis to achieve the best results possible.

11
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2.2 History of DeepFake

Circa 18635, the first face-swapping attempt known was in one of the iconic
portraits of U.S. President Abraham Lincoln, see Figure (2.1). The photo was a
mix of Lincoln’s head with the body of John Calhoun. The advance new
techniques have radicalized visual-data manipulation. The access to computing
infrastructure with the help of modern tools such as TensorFlow has endorsed this
paradigm shift. Tampering images and videos has become an extremely
accessible task and within the reach of any person with a computer with average
specifications due to the help of auto-encoders. FakeApp and FaceApp are open-
source software built upon this idea, have made it extremely easy for anyone to
create DeepFakes video.

The DeepFakes first appear to the public was in 2017 when a Reddit
website anonymous user has posted videos showing celebrities in disclose sexual
situations that are fakely synthesized. These artificially manipulated video clips
used the social media, image search engines, and TensorFlow, to replace the face

of someone with another on the preexisting videos frame by frame.

Figure 2.1: Lincoln-Calhoun Composite — Iconic Photo.

12
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Lately, highly sophisticated artificial intelligence programs have been
developed by researchers and scientists have resulted in a rising degree of
accuracy when generating DeepFakes videos [33]. A simple application of this
technology, such as free face-swapping applications, still poses a true potential
national security threat as loge as they are driven by advanced algorithms and
unsupervised learning. As the DeepFakes appearance was very realistic it was a
target for the production of fake news, fake scandals, and malicious uses. Political
tensions have already been created by these manipulated fake videos and they are

being taken into account by governments.

2.3 The technological system of DeepFakes

The big question, “Would the phenomenon of DeepFakes has occurred and
spread if the code of DeepFakes has not been shared?”, it appears that this
commitment did not have a lot of effect on the scene. The opinion of the
researchers says that by now, machine learning is an unavoidable development
across many fields. This perspective bolstered by the history that showed how
innovations have regularly been grown simultaneously by different gatherings or
with assistance from various donors. The creators of DeepFake aren't as
autonomous as the accounts would make them look except if the innovation being
referred to be intensely subject to other technological advances. The DeepFakes
method is very much the same case. The first code contribution was only 228
lines. An extra 170 lines of the valid DeepFake code were authorized from
different developers [34], the following dependencies also required the [libraries

codes] that must be downloaded exclusively to have the option to run the code:

13
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1. Python — An interpreter software that is an open-source programming
language.

2. OpenCV — Machine learning software library and an open-source
computer vision library.

3. Tensorflow — (Originally coded by Google) an open-source machine
learning framework library.

4. Keras— A high-level neural networks library for application programming

interface (API).

These libraries are huge code subroutines, based on a lot of examination
and code work. The Tensorflow library alone is made out of just about two
million lines of code at the time of composing [34]. The code of the DeepFakes
method requires a powerful computer processor unit (CPU) with a very powerful
graphics processing unit (GPU). These hardware foundations and software
libraries are fundamental for producing the DeepFake video.

Several machine learning technologies seen in the last few years have the
ability to manipulate faces, the DeepFakes technology have public nature that
makes it stand out in the scene. Not to forget the important implications are due
to the difference between the development of software done secretly to produce
software held in closed settings, and the development of the software was in

cooperation with open-source practices.

2.4 Image Forensics

Digital images count as natural and active media for carrying valuable
information over the globe. With the release of high-resolution digital cameras,
PCs, and developed applications of photo editing, digital images forgery have
become very popular [35]. Methods for detecting inauthentic facial images and
videos has increased lately due to the massive fake images and videos published
on the internet and precisely on social media and YouTube platforms. Those

methods are generally based on finding inconsistencies in images, such as finding
14
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artifacts [36], detecting distortions [37], and assessing the quality of an image
[38]. In the context of synthetic images, however, the distortions and noise are
not easy to detect due to the complexity and nonlinearity of the learning process

[39]. Two different strategies exist to tackle this problem:

o Approaches of pure Deep Learning that work as a specific generative model
detector [16][ 44][ 45].

o Approaches of semantic that evaluate the realism of the generated faces
[22][25][40].

The first strategy investigates the noise and color distributions of specific
networks [41][42], or train CNNs for synthetic images in a blindly way [15][43].
On the other hand, they are unqualified to be accepted as general mechanisms for
synthetic portrait video detection, as they heavily depend on detecting artifacts
ingrained to specific generative models.

However, semantic approaches, employ inconsistencies in the biological
domain, such as attributes of facial [40], eye blink detection [22], and mouth

movement inconsistency [25].

2.5 Computer Vision

It is the automated information extraction from images. The information of
an image may be a camera position, object detection, 3D models, etc. It has been
rapidly growing within the past few decades, generating tools that have the ability
for the realization of visual information realization, exceptionally for scenery
without accompanying administrative, structural, or descriptive text information.
The internet has nowadays become a popular channel for graphical information
transmission and exchanging. The indexing of huge collections of pictures by
hand is an errand more than can be managed, reasonableness has started to direct
and give some new procedures of scholarly access to computerized digital picture
assortments [44]. The analysis of an image demands the incorporation of high-

level concept creation with the interpretation and processing of inherent visual
15
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features. The computer vision systems development has begun to interplay
between machine and human image indexing techniques in the field of scholarly
access to visual data. The community of image understanding (IU) suggests that
the most productive approaches to IU cover learning and analysis of the
information type being sought, the domain in which it will be used, and
systematic testing to identify optimal methods.

The computer vision goal is to provide human-like computers with
perception ability so that they can sense the surrounding environment, realize the
sensed data, take suitable and appropriate actions, and learn from this experience
to enhance future performance. The field of computer vision has gradually
developed from the classical pattern application recognition and techniques of
image processing to advanced image understanding applications, a vision of
knowledge-based, systems that exhibit learning capability, and a vision of model-
based. The capability to learn and to reason are the two senior capabilities of
correlating with these types of systems. Recently, practical and theoretical
advances are being achieved in the computer vision field and pattern recognition
by new procedures and learning techniques, adaptation, and representation. It is
likely reasonable to claim, in any case, that learning represents the following

challenges frontier for computer vision.

2.6 Generative Adversarial Networks (GANS)

A machine learning model category, named Generative Adversarial
Networks (GANs), which was developed in 2014 by Ian Goodfellow et al. [13].
Its concepts, two unsupervised neural networks challenge with each other. The
two parts which form the GANs are the generative network, which responsible
for generating candidates, and the discriminative network, which in turn evaluates
them. The generative network part aims to produce data points that are
comparable to the data points in the training set, and the discriminative network

aims to judge these data points. The GAN’s in total aims to raise the
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discriminative network error rate to fool it with the produced data points that
almost seem real.

Looking at the GANSs architecture, see Figure (2.2), it is not hard to realize
how GANs are particularly appropriate for generating DeepFakes. The
Generative Adversarial Networks (GAN) model is composed of the input vector,
generator, and discriminator. Among them, the generator and discriminator are
implicit function expressions, usually implemented by deep neural networks.
GAN can learn the generative model of any data distribution through adversarial
methods with excellent performance. It has been widely applied to different areas
since it was proposed. This model was optimized for generating new data with
identical features to the training set model. In the images of faces DeepFake case,
the GAN model is trained on the highly rich dataset which is optimized to produce

pictures as close as possible to the original dataset.

Latent vector z Generator

= 1 ] II.
HENEFrATE NAKE sampries 1

Figure 2.2: Block diagram of the Generative Adversarial Network.
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Despite that, GANs are not that evil, it should be mentioned that beneficial
usage occurs in other valid scopes, such as:

1. Astronomy - Sometimes astronomical photos need to be improved where
random and systematic noise from the sky background is common, by
employing GANs, features are recovered from artificially degraded photos
and detailed features [45].

2. Video game modding - GANs have been utilized in games to up-scale low-
resolution photos from old video games that retain original details levels while
producing sharper textures, such as Twilight Princess, The Legend of Zelda,
and Final Fantasy VII [46].

3. Biological image synthesis - It has been applied to the synthesis cell's
fluorescence microscopy photos. Cells usually tend to have a simpler and more
geometric global structure that simplifies the production of a photo. The
correlation between the different fluorescent protein's spatial patterns reflects
important biological functions, and synthesized images have to capture these
relationships to be relevant for biological applications. The task at hand has
been adapted by GANs to propose new models with casual dependencies
between image channels that can generate multichannel images, which would

be impossible to obtain experimentally [47].

2.7 Convolutional Neural Networks

The Convolutional Neural Networks (CNNSs) is equivalent to the classic
ANNSs, Both are consist of neurons that self-optimize through learning. The same
way the neuron receives input and performs an operation. The picture vectors go
from the information crude to the last yield of the class score, the whole system
communicates a single perceptive score work (weight). The misfortune capacities
related to the classes are contained in the last layer, along these lines, standard

deceives and tips produced for customary ANNSs still apply.
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The primary use of CNNs within images was in the field of pattern
recognition, which is the only prominent difference between traditional ANNs
and CNNSs. This allows encoding image-specific features into the architecture, in
this way the network much appropriate for image-focused tasks. ANN traditional
forms have huge limitations, there is a big struggle with the complexity of the
computational required to compute the data of the image. Benchmarking datasets
of popular machine learning like the MNIST database of handwritten digits are
appropriate for ANN of most forms.

2.8 Visual Artifacts

Often, when DeepFakes generate synthesized faces have a visual artifact

[40] that comprises one or more of the following:

a) Global Inconsistency [46], the faces which are produced by DeepFakes are
supposed to support the image interpolation, the different faces mixture is not
always consistent, thus, that they lack global consistency. For example,
images produced from DeepFakes usually have high variances in color
between the right and left eye.

In Face2Face [48], for example, the real-time capture of the face and
reenactment of RGB Videos, illumination, and rendering estimations are
modeled explicitly. In most illumination estimations of the deep-learning-
based models often learned from the data implicitly. This results in imprecise
incident illumination estimations. An inaccurate illumination estimation
example in many DeepFakes is shading artifacts, where it can be spotted in
one area of the nose which is unnaturally rendered dark; usually, observed on
concavity or when multiple objects are located near each other. Moreover,
often reflection details are missing in eyes produced through DeepFakes. The
reflections of specular which noticeable in real images, usually
unconvincingly produced in DeepFakes; missing reflections are usually

simplified into a white blob, resulting in a dull eye appearance.
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b) Estimation Geometry Faulty [46], as in the case of illumination, the
estimations of the geometry are usually made to fit a morph-able model to
images, artifacts that arise from imprecise estimations of geometry can be
spotted as seen by the data from the Face2Face model. To be more precise,
artifacts that are revealed as strong edges or high-contrast spots around the
boundary of an overlaid face mask often appear on spots such as the face,
eyebrows, and nose. Moreover, geometries like teeth are usually not modeled

around; often teeth appear as a single white blob instead of as individual teeth.

2.9 ResNet-50 for classification the image

The “ResNet-50" is a model of Deep Learning that is pre-trained for image
classification of the CNN, it is one of the classes of Deep Neural Networks [18]
[49], usually used for analyzing visual imagery. The “ResNet-50” consists of fifty
deep layers, it has been trained on a million photos of one thousand categories
from the ImageNet database. This model has more than twenty-three million
trainable parameters, which indicates how deep the model architecture, thus,
makes it the best for recognition of an image. It is a very effective approach when
compared to build a new one from scratch, otherwise, a great amount of data
needed to be collected and trained. Many pre-trained deep models can be used
like the “AlexNet”, “GoogleNet”, or “VGG19”, but the “ResNet-50" is pointed
for superb generalization performance with a minimum of errors rates on the

process of recognition [50].

2.10 The architecture of ResNet-50

The name ResNet as it is well known comes from Residual Network and
to be more specific it is a Residual Neural Network architecture. The connections
of its identity characterize it. The connections of its identity take the input

straightway to the last layer of each residual block, as illustrated in Figure (2.3).
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Figure 2.3: A simple ResNet-50 residual block compared to standard network. Where x is

the image input to the residual block, F(x) and H(x) donate the image after Convolution.

Mathematically the researchers have proven that deeper neural networks
have more power of representation [51]. The deep networks earn this power from
hierarchically structuring shallower feature representations into deeper
representations. In recognition of the face, for instance, the pixels form edges and
edges form corners. Corners represent features of the facial like eyes, noses, and
mouths. These facial features will form the face shape [52].

The ResNet-50 model is simply comprised of five stages each with a
residual block. Each convolution block has 3 convolution layers and each identity
block also has 3 convolution layers. The idea of residual blocks is very basic. In
conventional neural systems, each layer takes passed into the following layer. In
a system with residual blocks, each layer is passed into the following layer and
directly into the layers around 2-3 jumps away, that is the thing that called
identity connections.

As known, deep CNNss are not easy to train because of gradients vanishing
in the long forward feed and backward propagate procedure. On the other hand,
the residual neural network has parallel shortcut connections to the layers of
normal convolutional. In a mathematic view, the layer of ResNet roughly
calculated as:

H(x) = f(x) +id(x) = f(x) + x (2.1)

Where the image input to the residual block is x, F (x) is the image after convolution,

id(x) is the identity connection and H(x) donate the image output of the residual block.
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Parallel shortcuts work as highways and the gradients may easily flow
back, in this way faster training is performed.

The ResNet has succeeded so bravely, and extra related work has been
done. An improved version was proposed by the original authors of ResNet by

adding up more direct identity connections to the network models [53].

2.11 Discrete Wavelets Transform

The Discrete Wavelet Transform (DWT) is a type of linear transformation
that works on an integer power of two of the length of the data vector, the result
will be a vector of the same length but numerically different. The DWT can
detach data into components of different frequencies, then investigates

each ingredient with a resolution that matches its scale. Figure (2.4), shows the

DWT tree.
T et
H—l-l:-_'—t—dt H—hlz—c-d:.-—b
Figure 2.4: Discrete wavelets transform tree.
Where L and H denote low and high -pass filters, | 2 indicate subsampling, a; the image

after low pass filter, d; the image after high pass filter, a; the image after 2-level low pass filter,
and d> the image after low pass filter plus high pass filter.

For the two-dimension image, the DWT algorithm is the same, firstly it
takes all the rows of the image, and then all columns performed, as shown in

Figure (2.5).

Rows Columns
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Figure 2.5: Two-dimensional pictures Wavelet decomposition.
Where L and H denote low and high -pass filters, | 2 indicate subsampling, a"" the image after
2-level low pass filter, d! the image after low pass filter plus high pass filter, d"'" the image
after 2-level high pass plus low pass filter, and d™ the image after 2-level high pass filter.
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The DWT has a significant main feature which is a representation of the
multiscale of the function. When utilizing the Wavelets, a function that is given
may be analyzed at several levels of resolution. Also, the DWT can be orthogonal
and invertible. It seems that Wavelets is efficient for the recorded textures

analysis with various resolutions too.

2.11.1 Edge detection problems

Separating the scene into the background and object is an essential
interpretation step in the image analysis. The human visual system carries out that
process effortlessly. Several problems can be encountered when trying to imitate
this action by designing computer vision algorithms. As a consequence of the
existence of quantization, noise, and intensity changes in the authentic image
edge detection may locate edges that do not exist. Farther more, it is probable to
fail the detection of the existing edges completely. The degree of success in an
edge detector relies on its ability to accurately mark the true edges.

The other issue of the problem is the localization of an edge faced within
the detection of edges. The noise present in an image may lead to a shift in the
detected edge position from its true position. In noisy images, the edge-detector
capacity to determine an edge location as close as possible to its true position is
a very serious factor in performance determination. Furthermore, the difficulty of
the system of edge detection emerges from the fact that the intensity transitions
sharpness indicate an edge is sharp due to their high-frequency components. As
a consequence of that, any smoothing or linear filtering performed on these edges
to suppress noise will also blur the significant transitions. Anyway, some sort of
smoothing is necessary since the edge detection depends on the recognition of the
image function, this amplifies all high-frequency components of the signal,
including the noise components. The most widely smoothing filters used are the
Low-pass filters. The smoothing amount applied depends on the smoothing

operator size or scale. Generally, fine details of intensity changes are extracted
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by the detector on a small scale, however, it tends to be more sentient to noise.
Coarse details extracted of intensity changes on a larger scale, but several of the
detected edges are more likely to have more localization errors [54]. Choosing an
ideal single size of smoothing for all edges in a picture isn't a simple errand.

An alternative is offered which is multiscale edge detection by applying
smoothing operators of different sizes to an image and extracting the edges at
each scale, after that, combining the recovered edge information to form a more
complete picture of the actual edge representation of the image. The technique's
basic hypothesis is that different parts of an image have varying noisiness degrees
and edges types; therefore, every image part needs to be differently smoothed.
This technique, however, has associated problems such as how many filters
should be used, how to determine the filters scales, and how to combine the

responses from each filter to create a single edge map.

2.11.2 Using Haar Wavelet for edge detection

Since 1910, Haar functions are used, they were first introduced by
Hungarian mathematician, Alfred Haar [55][56]. These days, there are many
definitions of the Haar functions and several generalizations [57]. Furthermore,
some modifications [58][59][60] were published and used too. Wavelets
generally, with all modifications and generalizations, were prepared to adapt this
notion to some practical applications [61]. The Haar functions have been used by
the DWT in binary logic design, image coding, and edge extraction and it is one
of today's most promising techniques.

Many sorts of edges in an image may be found such as “Dirac”, “Step”,
and “Roof” edges [62][63]. In blurred images, some edges may lose their strength
and some edges might disappear [4]. It has been seen that the strongest edge
extent in blurred pictures is typically under 100 most of the time. Areas and

quality of edges may effectively be investigated in the wavelet domain.
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Detecting edges in a photo, first decomposed it into 4 subbands “LL”,
“HL”, “LH”, and “HH” by stratifying one level of Discrete Wavelet Transform
(DWT). The global properties of an image are found in the subband “LL”, where
the “HL”, “LH”, and “HH” are horizontal, vertical, and diagonal detail subbands.
Decomposition one level of Akiyo-video-sequence Q320 [64] is shown in Figure
(2.6). The “LL” subband at the upper left side, the “HL” subband at the upper
right side, the “LH” subband found at the lower left side, and the “HH” subband

at the lower right side.

Figure 2.6: One-level-of-DWT-decomposition-for-Akiyo-video-sequence Q320 [64].

The edges of an image are usually categorized into three types: the first one
is the “Dirac-Structure” edge, secondly the “Step-Structure”, and the last one is
the “Roof-Structure” [63][65][66]. A further classification of the Step-Structure
is done, “Astep-Structure” and “Gstep-Structure” according to whether the
intensity has gradual change or not. Different types of edges graphical
descriptions are shown in Figure (2.7).

The sharpness of the “Gstep-Structure” and “Roof-Structure” edge is

indicated by the variable o (0< a<m/2), as much as the edge is sharp, a is large.
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Figure 2.7: Graphic description of edges type [63].

The fundamental thought of the proposed scheme is as per the following:

generally, most regular images contain all types of edges more or less, and nearly

“Gstep-Structure” and “Roof-Structure” are sufficiently sharp. In case that blur

1s found, both “Dirac-Structure” and “Astep-Structure” will vanish. Besides, both

“Gstep-Structure” and “Roof-Structure” are willing to lose their sharpness. The

technique judges if a given picture is blurred or not as per on the off chance that

it has “Dirac-Structure” or “Astep-Structure”, and uses the level of “Gstep-

Structure” and “Roof-Structure” which are increasingly likely to be found in a

blurred image to decide the degree of the blur extent [67]. The scheme structure

is shown in Figure (2.8).

Input Image

v

Haar Wavelet

Edge Type Analysis

[Edge Sharpness Analysis

Blurred or not

Blur Extent

Figure 2.8: Blur detection Structure scheme.
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2.11.3 HWT for edge detection Algorithm
Stepl: Perform Harr wavelet transform to the original image and the

decomposition level is 3. The result is a hierarchical pyramid-like structure.

Step2: Construct the edge map in each scale by applying the formula:

E mapl-(K, l) = \/LHLZ + HL% + I‘II‘Il2 (Where [ = 1,2,3) (22)

Where E is the constructed edge map, (k,/) is the pixel coordinates, LH, HL, and

HH are the sub-bands of the wavelet transform, i is iteration.

Step3: Partition the edge maps and find local maxima in each window. The
window size in the highest scale is 2x2, the next coarser scale is 4x4, and the

coarsest one 1s 8%8. The result is denoted as E (max); (where i=1,2,3).

In this technique, E'(max); states the edge intensity, the more intense the
edge 1is, the larger E(max); is. For a specific threshold, if E(max); >
threshold (k,l) is categorized as an edge point in the corresponding scale;
otherwise, it is categorized as a point of non-edge.

The relative intensity in different scales of different types is summarized

in Table (2.1).
Table 2.1: Effect of HWT on different types of edges

Emax1 Emax2 Emax3
Dirac-Structure Highest Middle Lowest
Astep-Structure Highest Middle Lowest
Gstep-Structure Lowest Middle Highest

Lowest Middle Highest
Roof-Struct : ;
coT-Structure Lowest Highest Middle

Another important property of Haar wavelet transform is its ability to
recover the sharpness of the blurred edge: when observed on small scale, the
blurred Roof-Structure and Gstep-Structure will become thinner and thus recover
their sharpness.

The above two important properties of Haar wavelet transform lead to the

following five rules [67]:
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e Rule 1: If E(max);(k,l) > threshold or E(max),(k,l) > threshold or
E (max)5(k, l) > threshold (k, l) is an edge point.

e Rule 2: For any edge point(k, [), if E(max); > E (max),>E (max); ; (k, )
is Dirac-Structure or Astep-Structure.

e Rule 3: For any edge point(k, 1), if E(max); < E(max),< E(max)s ;
(k, 1) is Roof-Structure or Gstep-Structure.

e Rule 4: For any edge point(k, 1), if if E(max), > E(max), and if
E(max), < E(max)s; (k, 1) is Roof-Structure.

e Rule 5: For any Gstep-Structure or Roof-Structure edge point(k, ), if
E(max) (k, I) > threshold; (k, ) is more likely to be in a blurred image.

2.12 Face detection

Recently, technologies of Artificial Intelligence are developing actively,
they offer massive feasibility for researchers in many fields. Object recognition,
forecasting, analysis reaches high grades with the utilizing of machine learning
and technologies of artificial intelligence. Computer vision turned into a very
encouraging field of exploration. This territory of innovation is the most sought
after in regular day to day existence. The most attractive one in computer vision
issues that are by and large effectively investigated is face recognition. This
improvement brought about the formation of a few kinds of libraries and APIs
for face location detection.

Numerous arrangements are grown especially for a specific region, or
qualified for solving and explaining several at once, set up in a particular
programming language or with the help of all notable languages. Sometimes,
among all the assortment of tools, it is not that easy to realize the best suited for
solving the problem at hand. The most popular algorithm for face detection and
finding facial expressions in images was the Dlib, which is based on the well-

known “HOG - SVM pipeline” for object detection [68].
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Originally, the primary author of the Dlib library is Davis King, it was
developed in C++ with the support of machine learning applications [69]. The
development philosophy core of the Dlib library is a devotion to conveying ability
and usability. Therefore, all code in the library of Dlib is intended to be as
compact as could be expected under the circumstances and comparably to not
require a client to design or introduce anything.

Using the Dlib library, the bounding box can be gained by the face detector
“get frontal face detector instruction”. Dlib library is a perfect face detector and
very accurate for extracting the points from frontal faces, see Figure (2.9 and

2.10).
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Figure 2.9: Reference points for recognizing the face zone.

Figure 2.10: A simple processed by Dlib’s shape predictor.
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2.13 Histogram of Directional Gradients (HOG)

The histogram of directional gradients is a descriptor of singular points
for object recognition, is used to detect faces in a photograph. HOG-descriptor
is an image transformation into a multidimensional vector, which allows using
the SVM classifier or a neural network. For the classification of HOG-
descriptors usually used SVM. An example of the HOG-structure of the face is
shown below in Figure (2.11).

The HOG implementation uses a sliding window classifier. Since most
teaching algorithms with a teacher work in a feature space of a fixed dimension,
the HOG feature vectors for different images must be of the same length, and
therefore the images to be classified must be of the same size. Moreover, to
ensure an acceptable quality of the solution to this problem, it is assumed that
the image data contains objects of the same (similar) size, which are located in

the same image area.

HOG structure of a HOG structure of
face created from a the current image
lot of face images

The structure of the face 13
similar to this part of the image

Figure 2.11: Example of the HOG-structure of the face

The HOG-descriptor from the source image is calculated as follows:
1- Color normalization and gamma correction are performed.
2- The gradient values are calculated vertically and horizontally.

3- The image is divided into a uniform grid of cells.
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The basic unit of a HOG-descriptor is a block, a rectangular area of image
pixels of a given size. A block consists of cells that are assigned a histogram of
directions (inclination relative to the horizontal) of gradients. The HOG-
descriptor is the vector of the components of the normalized histograms of cells
from all areas of the block. As a rule, blocks overlap, that is, each cell is included

in more than one final descriptor.

2.14 TensorFlow Hub & Transfer Learning

The TensorFlow library for many years has become the most ubiquitous
open-source deep learning [70]. It does not only support high-performance
computation through its cloud service it also has a well-established community
for the library maintenance and update. The library of TensorFlow Hub is for
reusable machine learning modules. The module which reusable machine
learning module is a self-contained piece of a TensorFlow graph, it can be reused
across different tasks in a process along with its weights and assets are known as
transfer learning [71]. If it is compared to a neural network module with the
normal training process, a transfer learning module is often trained with a smaller
dataset, transfer learning has many other advantages such as increasing training
speed and improved generalization.

If an image recognition module needs to be developed from scratch,
usually, it requires hundreds or more of Graphics Processing Unit (GPU) hours
[71]. The training dataset size can be reduced greatly by applying transfer
learning on a trained module, a technique such that, can be used to solve the
classification issues with comparatively small datasets. The approach of replacing
transfer learning instead of the original layer and creates a new layer to classify

new labels is shown in Figure (2.12).
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Fina-huning
Weight and
Eis

Figure 2.12: Transfer learning module. The original layer is replaced by a new layer which

its weight and bias are fine-tuned for images classifying.

2.15 Results normalization

Often needed to compare sets of result scores gained from different scales.
This needs the “elimination” of the measurement unit, this is called to normalize
operation of the data. The normalization is divided into two main types, the first
normalization type results from linear algebra, which handles and manages the
data as a vector in a multidimensional space. Thus, to normalize such data is to
transform the vector of data into a new data vector that its norm (length) is equal
to 1. The second normalization type originates from the statistics, it eliminates
the measurement unit by transforming the data into new scores with a standard
deviation of one and a mean of zero. These transformed scores are called as Z-

SCOres.

2.15.1 The norm of a vector
The norm of a vector in linear algebra measures the length which is

egalitarian to the Euclidean distance of the endpoint of this vector to the vector
space origin [72]. From the Pythagorean Theorem, this quantity is computed as
the square root of the sum of the squared point of the vector. Also known as the
Euclidean norm. This is a widely used norm in Machine learning which is used to

calculate the root mean squared error.
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Ixll2 = (X xi?)'/? (2.3)

So, for a vector x, the Norm would become:

x|l = \/xlz + x5 + -+ xf

i

2.15.2 Normalizing with the norm
To normalize X, divide each element by ||x||. The normalized vector

denoted X, is equal to:

¥=20 (2.4)
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CHAPTER THREE
THE PROPOSED SYSTEM

3.1 Introduction

In this chapter, the implementation of the proposed DeepFake video
detection system will be presented, an object-oriented feature of “Python version
3.6” was utilized all through the venture and endeavored to compose modular
code that is easy to extend for future study. In the composition of the development
classes, the base necessity requirement was used to make a set of classes with a
typical interface from which it could separate a segment of the test framework.
That would set the uniform interface highlights of the specific development
classes, furthermore functions, and variables that would be shared by the child

classes.

3.2 The proposed system

The proposed detection system distinguish out the fake faces in videos with
good accuracy and reliable percentage. The Haar Wavelet has been used to
determine the blur extent of the ROI and the surrounding area. A ResNet-50
neural network is added to robust the result. The proposed system consists of four
fundamental stages: First, the video pre-processing; Second, the face detection
stage; third, the Haar Wavelet for blur extent detection, and finally, the ResNet-
50 for fake percentage estimation robustness. The main components of the system

are shown in Figure (3.1).
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Figure 3.1: General block diagram illustrates the system workflow.

o The video pre-processing stage: In this stage the preparing images for
further analysis by converting the video into image frames. Each frame is
converted into a grayscale color, and de-noised.

o The face detection stage: Dlib library is used for face and facial landmark
detection. This detector is based on the histogram of oriented gradients
(HOG) and linear SVM as described in chapter 2.

e Blur extent detection stage: A blur detection scheme is been utilized,
based on the edge type and sharpness analysis using the Haar Wavelet
Transform. This scheme can determine the presence of blur in an image
and also estimate its extent.

e Synthesized Videos Detecting Stage: ResNet-50 is used to detect
synthesized videos by exploiting the face warping artifacts for fake

percentage estimation robustness.
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3.2.1 Video pre-processing stage

The pre-processing stage is the first step, where the video is converted into
a stream of an array containing the image frames. This preparation is essential for
the next steps, where the process will be on each frame of the video.

In this step colored (RGB) images frames of the video are converted into a
gray level too. To reduce the time of processing, a grayscale image is used on the
entire process instead of the color image. This is done because a three-channel
image (color image) is time-consuming, so it was converted into a single channel
(grayscale) image. For converting the RGB image frame, a function
Cv2.Cvt.Color (imgin, imgtl, CV_BGR2GRAY) in OpenCV library is used.

Image de-noising is another step in the pre-processing stage, Image de-
noising aims to subdue noise as much as could be while safeguarding and
securing image features. The examination and analysis of multiresolution are
carried on by the Wavelet Transform which is a strong tool to fulfill this purpose.
In the domain of Orthonormal Wavelet, most of the data of the image are
implicated in the largest coefficients of the Wavelet, whilst noise is uniformly
diffused all over coefficients. Furthermore, the white Gaussian noise stays the
same after the orthogonal transformation. One of the de-noising approaches,
setting the value of the smallest coefficients to equal zero and then shrinking the

rest over a certain value of threshold as shown in the algorithm (3.1) and (3.2).

Algorithm (3.1): Wavelet de-noising.

Input: Video frames
Output: De-noised Video
Begin

Step1: Convert image to gray \\(Preprocessing)
gray image = cv2.cvtColor(img, cv2.COLOR BGR2GRAY)

Step2: Apply wavelet decomposition for 4 levels
coeffs = pywt.wavedec2(gray image, 'haar', level=4)
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Step3: Get the approximate Coefficients(LL) \\ detail coefficients for each
level(LH,HL,HH)
[cA, (cH4, cV4, cD4), (cH3, ¢V3, cD3), (cH2, ¢V2, ¢cD2), (cHI, cV1,
cD1)] = coeffs
Step4: Apply SURE Shrink to HH coefficients for each level
cD4 = self.Sure_Shrink(cD4)
cD3 = self.Sure_Shrink(cD3)
cD2 = self.Sure Shrink(cD2)
cD1 =self.Sure_Shrink(cD1)

StepS: Reconstruct image without noise
res = pywt.waverec2([cA, (cH4, cV4, cD4), (cH3, ¢V3, cD3), (cH2,
cV2,cD2), (cH1, ¢V1, cD1)], 'haar')

Step6: Get and show the noise features of this frame
pure noise = gray image - res
cv2.imshow('imagel',self.pure noise)
cv2.waitKey(20)

Algorithm (3.2): SURE Shrink.
Input: Wavelet Coefficients
Output: SURE Shrinked coefficients

Begin

Step1: Set parameters
count =0 \\ variable for try lambda
minsure = 1el8 \\ variable to minimize the SURE equation
t=0 \\ the lambda that minimized SURE equation

size = coefficients.shape \\ get the size of coefficients

Step2: Convert coeff from 2D to 1D \\ the absolute value in allcoeff
numofcoefficients = size[0] * size[1]
allcoeff =]
com_sum =10
com_sum_coeff =[]
for listcoeff in coefficients:
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for coeff in listcoeft:
allcoeft.append(abs(coeft))
allcoeff.sort() // sort this list

Step3: Get the commulative sum of value”2 in allcoeff \\and put it in
com_sum_coeff
for coeff in allcoeft:
com_sum = com_sum + (abs(coeff) * abs(coeft))
com_sum_coeff.append(com sum)
limit = math.sqrt(2 * math.logl 0(numofcoefficients))\\The limit for
trying lambda
while (count <= limit):
sum =0
ind = bisect.bisect right(allcoeff, count) \\get the index of abs(coeff)
that is greater than count
num_gt = len(com_sum_coeff) - ind \\ number of abs(coeff)s that
are greater than count
sum = sum + (num_gt * count * count) \\ apply the equation of SURE
Shrink
if (ind > 0):
sum = sum + com_sum_coeff[ind - 1]
sure = numofcoefficients + sum - 2 * ind
if sure < minsure: # Minimization condition for SURE equation
minsure = sure
t = count
count = count + .01 # add small value to try more lambdas
coefficients = pywt.threshold(coefficients, t, 'soft') \\ apply soft
threshold

using lambda(t)

return coefficients
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3.2.2 Face Detection Stage

The DIlib library is used in this section. Dlib Computer Library is a cross-
platform general-purpose library written in the C++ programming language. Its
design is excessively influenced by ideas from a design by contract and
component-based software engineering. It is a set of independent software
components. It is open-source software released under a Boost Software License.

This library is utilized to detect faces and their landmarks in the image
frame, if there is none it will skip the frame, if more than one face is found, all of
them will be tested in the next stage, algorithm (3.2). If one of the faces in the

frame is fake, the whole frame counted as fake.

Algorithm (3.2): Face detection ROI.

Input: Image frame

Output: Array of faces in image frames (ROIs)

Begin
Step1: Loop for the length of the frames in the video
for 1 in range(1, len(self.Video)):

Step2: Check how many faces in an image // If one of the faces in the
frame 1s fake, the whole frame counted as fake.
try:
im = Video[22]
face info=lib.align(im[:,:,(2,1,0)],front face detector,

Imark predictor)

if len(face info) ==0: // No face has been found
logging.warning('No faces are detected.")

else:

logging.info('[ 1] faces are detected.".format(len(face info)))

Step3: Extract ROI and facial landmark // Cut the face region
for , point in face info:
rois =[]
roi, = lib.cut_head([im], point)

Step4: Append ROI to the ROIs array
rois.append(roi) // Add the image to rois array
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When selecting the context around the ROI, a mask is used to hide the ROI
as illustrated in the algorithm (3.3).

The benefit of using this algorithm is to get accurate readings of the blur
extent of the surrounding area without the interference of the blur extent of the

ROI value.

Algorithm (3.3): Masking face area.

Input: Image frame
Output: The frame image with a mask on ROI

Begin
Step1: The procedure for face detection \\Find face in the image (frame)
def get face loc(im, face detector, scale=0):

faces = face detector(np.uint8(im), scale)

face list=1]

Step2: Check if faces exist and find the location
if faces is not None or len(faces) > 0: // if face is found append it
for 1, d in enumerate(faces):
try:
face list.append([d.left(), d.top(), d.right(), d.bottom()])
except:
face list.append([d.rect.left(),d.rect.top(),d.rect.right(),
d.rect.bottom()])

Step3: Return the face location points
return face list

Step4: Add mask // add mask to the face area
def get all face mask(shape, face list):
mask = np.zeros(shape)
for , points in face list:
mask += np.int32(get face mask(shape[:2], points))
mask = np.uint8(mask > 0)

return mask
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3.2.3 Blur Extent Detection Stage

One of the best techniques for the signals analyzing used today is the HWT.
For the edge detection of an image, the Haar Wavelet Transform gives a facility
to choose the size of the picture subtleties that will be detected. Wavelets
Transform can isolate the lower frequencies from higher frequencies effectively,
which is prime significant for edge location. Furthermore, the wavelet scale sets
the size of the identified edges. In the Discrete Wavelet Transform, numerous
signals go through a wavelet filter for the decision of the scale. For a 2-Dimension
image, wavelet examination is completed as far as vertical and horizontal
function, and the edges are distinguished independently. In this work, HWT is

used for blur extent detection as illustrated in the algorithm (3.4):

Algorithm (3.4): Wavelet for blur detection.

Input: Image frame

Output: Blur percentage and its extent

Begin
Step1: Get the size of the image
M, N = img.shape

Step2: Crop input image to be 3 divisible by 2
img = img[0:int(M/16)*16, 0:int(N/16)*16]\\ The new image size will be
divisible by 8,4, and 2.

Step3: Compute Haar wavelet of the input image
LL1,(LH1,HL1,HH1)= pywt.dwt2(img, 'haar') \\ Application of 2D haar to
LL1
LL2,(LH2,HL2,HH2)= pywt.dwt2(LL1, 'haar') \\ Another application of]
2D haar to LL2
LL3,(LH3,HL3,HH3)= pywt.dwt2(LL2, 'haar') \\ Another application of]
2D haar to LL3

Step4: Construct the edge map in each scale
E1 =np.sqrt(np.power(LH1, 2)+np.power(HL1, 2)+np.power(HHI, 2))
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E2 = np.sqrt(np.power(LH2, 2)+np.power(HL2, 2)+np.power(HH2, 2))
E3 = np.sqrt(np.power(LH3, 2)+np.power(HL3, 2)+np.power(HH3, 2))
M1, N1 = El.shape

StepS: Sliding window size level 1 \\ widow size 8X8
sizeM1 =8
sizeN1 =8

Step6: Sliding windows size level 2 \\ widow size 4X4
sizeM2 = int(s1izeM1/2)
sizeN2 = int(sizeN1/2)

Step7: Sliding windows size level 3 \\ widow size 2X2
sizeM3 = int(sizeM2/2)
sizeN3 = int(sizeN2/2)

Step8: Number of edge maps, related to sliding windows size
N_iter = int(M1/sizeM1)*(N1/sizeN1))
Emax1 = np.zeros((N _iter))
Emax2 = np.zeros((N _iter))
Emax3 = np.zeros((N _iter))
count =0

Step 9: Sliding windows index of level 1 \\initialize widow 1 starting point
x1 = 0\\ For window 1 horizontal stride
yl = 0\\ For window 1 vertical stride

Step10: Sliding windows index of level 2\\initialize widow 2 starting point
x2 = 0 \\ For window 2 horizontal stride
y2 = 0\\ For window 2 vertical stride

Step 11: Sliding windows index of level 3\\ initialize widow 3 starting point
X3 =0 \\ For window 3 horizontal stride
Y3 = 0\\ For window 3 vertical stride

Step12: Sliding windows limit on the horizontal dimension
Y limit =N1-sizeN1 \\ Indicates the limits of the sliding window
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while count < N _iter: \\Get the maximum value of slicing windows over

edge maps in each level
Emax1[count] = np.max(E1[x1:x1+sizeM1,yl:yl+sizeN1])
Emax2[count] = np.max(E2[x2:x2+sizeM2,y2:y2+sizeN2])
Emax3[count] = np.max(E3[x3:x3+sizeM3,y3:y3+sizeN3])

if yl ==Y limit: \\ If sliding windows ends horizontal direction move
along vertical direction and resets horizontal

direction

x1 =x1 + sizeM1

yl =0

x2 = x2 + sizeM2

y2=0

x3 = x3 + sizeM3

y3=0

count +=1

Step13: windows moves along horizontal dimension \\windows moves

along horizontal

dimension
else:
yl =yl + sizeNl
y2 =y2 + sizeN2
y3 =y3 + sizeN3
count +=1

Step14: Get edge point \\ Edge points which is greater than the threshold

EdgePoint] = Emax1 > threshold;
EdgePoint2 = Emax?2 > threshold;
EdgePoint3 = Emax3 > threshold;

\\ Rule 1 Edge Points
EdgePoint = EdgePoint] + EdgePoint2 + EdgePoint3
n_edges = EdgePoint.shape[0]

\\ Rule 2 Dirak-Structure or Astep-Structure
DAstructure = (Emax1[EdgePoint] > Emax2[EdgePoint]) *
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(Emax2[EdgePoint] > Emax3[EdgePoint]);

\\ Rule 3 Roof-Structure or Gstep-Structure
RGstructure = np.zeros((n_edges))
for 1 in range(n_edges):
if EdgePoint[22] == 1:
if Emax1[22] < Emax2[22] and Emax2[22] < Emax3[22]:
RGstructure[22] =1

\\ Rule 4 Roof-Structure
RSstructure = np.zeros((n_edges))
for 1 in range(n_edges):
if EdgePoint[22] == 1:
if Emax2[22] > Emax1[22] and Emax2[22] > Emax3[22]:
RSstructure[22] =1

\\ Rule 5 Edge more likely to be in a blurred image
BlurC = np.zeros((n_edges));
for 1 in range(n_edges):
if RGstructure[22] == 1 or RSstructure[22] == 1:
if Emax1[22] < threshold:
BlurC[22] =1

Step15: Calculate the percentage
Per = np.sum(DAstructure)/np.sum(EdgePoint)

Step16: If No RSstructure
if np.sum(RSstructure) == 0:
BlurExtent = 100
else:
BlurExtent = np.sum(BlurC)/np.sum(RSstructure)

Step17: Return the value of the percentage and blur extent
return Per, BlurExtent

This approach functions based on thresholding the pixels within a specified

window. The approach uses the average value of pixels within a window as the
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threshold and it is likened to an averaging filter. Depending on the presence,
absence, and the value of the pixels within that window for specifying the
threshold. The detector of an edge has restrictions in detecting edges in noisy and
faint images. Significative edges are probably to be detected in an unnoisy image
while edges could be neglected in a noisy image, hence, the approach cannot
adequately analyze noisy images. Most of the images have some degree of noise;
therefore, a reliable edge detection technique must be sensitive to edges and

insensitive to noise.

3.2.4 Robustness Stage

Residual Network 50 is a Convolutional Neural Network that is 50 layers
deep. The network input image size is 224x224. ResNet-50, see Figure (3.2 and
3.3), 1s an efficient framework in training a deeper neural network. Like any deep
learning framework, the layers are nothing but nonlinear processing units for
feature extraction and transformation. They also include hidden layers of an
artificial neural network and sets of propositional formulas.

In general, in a Deep Convolutional Neural Network, a few layers are
stacked and are prepared for the task needing to be done. The system of the
network learns several (significant/mid/low) level features toward the end of its
layers. In Residual Learning, rather than attempting to get learned with certain
features, it attempts to become familiar with certain residuals. Residual can be
just comprehended as the deduction of features gained from the input of that layer.
Using the shortcut connection Residual Network does this (connecting the input
directly from the n'" layer to the (n+x)™ layer). The training of such a form of
networks has been proved easier than training simple deep convolutional neural

networks, and also the problem of degrading accuracy is resolved.
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Figure 3.3: A block diagram representation of pre-trained Resnet-50 architecture.

3.2.4.A ResNet-50 configuration

The Initialization of the pre-trained ResNet-50 which has been used in this

model is shown in table (3.1).

Table 3.1: ResNet-50 configuration.

BASE NETWORK : ResNet50

PRETRAINED MODELS : True

IMG_SIZE : [224, 224, 3]

NUM_CLASSES : 2

CLASS WEIGHTS : 1

TRAIN : {'LEARNING RATE" 0.001,
'DECAY_RATE" 0.95,
'NUM_EPOCH'": 20

The term "Learning Rate" is a hyper-boundary used to control the

difference in the model because of the evaluated blunder each time the model
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updates its weights. Choosing the best learning rate is a real big challenge, if the
value that is set as learning rate is very small, it might bring about a long training
process that could get to a deadlock state, while a picking value that is set as
learning rate is very big may result in an unsettled training process.

The “Decay Rate” learning value is used as a technique for modern neural
networks training. It begins with a large value of Learning rate and then decays
it multiple times.

The term “Epoch” is a measure of the number of times that all of the
training vectors are used once to update the weights. For batch training, all of the
training samples pass through the learning algorithm simultaneously in one epoch

before the weights are updated.

3.2.4.B Using the ResNet-50 for Detecting Artifacts

The ResNet-50 is used to exploit the face warping artifacts, the resolution
inconsistency in fake faces after ensuing compression venture to create the final
image or video frames in the videos of DeepFake. Consequently, a Convolutional
Neural Network (CNN) is proposed to distinguish the existence of such artifacts
from the identified face area and its encompassing zones. The used ResNet-50 is
a pre-trained neural network, it has been trained on images of faces gathered from
the web (about 24,442 JPEG as positive examples of face images). The used
technique is to detect the artifacts of the affine face warping steps in the DeepFake
creation pipeline, the negative samples generation process is simplified by
simulating the affine face warping step straightly as illustrated in Algorithm (3.5).

The accompanying strides to create negative samples to prepare the CNN
model is as follow:

o By the use of the Dlib software package, the faces zone is detected and
extracted from the whole images.
o The next step would be aligning the faces into various scales and pick one

random scale, by the use of Gaussian blur with kernel size (5%5) it is
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smoothed. This procedure aims to produce more resolution cases of the
affine warped faces, in this way it can simulate different kinds of resolution
inconsistency.

o The outcome of the previous step, the face which has been smoothed will
undergo an affine warp to the sizes of the genuine faces to simulate the
DeeFake creation pipeline's artifacts.

Algorithm (3.5): Generate negative examples.

Input: Image frame
Output: Put a mask on ROI

Begin

Step1: Get image size
h, w = imgs[0].shape[:2]
x1, y1 = np.min(point, axis=0)
x2, y2 = np.max(point, axis=0)

Step2: Change the dominations \\create minimum bounding for face area
delta x=(x2-x1)/8
delta y=(y2-yl)/5
x1 = np.int(np.maximum(0, x1 - delta_x))
x2 = np.int(np.minimum(w-1, x2 + delta_x))
yl _=np.int(np.maximum(0, y1 - delta_y))
y2 = np.int(np.minimum(h-1, y2 + delta_y))

Step3: Apply changes on the image \\ change the size of bounding box
imgs_new =[]
for 1, im in enumerate(imgs):
im=1im[yl :y2 ,x1 :x2 ,:]
imgs new.append(im)

locs =[x1 ,yl ,x2 ,y2 ]

3.2.5 Detecting Fake Video

The algorithm (3.6) illustrate the procedure of detecting fake and real
frames of the target video. Where the probability of being fake is calculated
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according to the norm of the results of all frames using formula (2.3) and (2.4).

The threshold (0.5) is not a fixed value.

Algorithm (3.6): Detect video if fake or real
Input: Fake probability

Output: Detect video if fake or real

Begin
Step1: Detect fake frames
if prob<0.5: \\ Fake case
draw_face rect(im, point,0,255,0)
draw_face landmarks(im, point)
print ("posibillty of being Fake : ",prob," Real\n")
xmin, ymin = np.min(point[:, 0]), np.min(point[:, 1])
font = cv2.FONT HERSHEY SIMPLEX
cv2.putText(im, str(prob) ,(xmin,ymin-8), font, .5,(0,255,0) ,1,
cv2.LINE AA)
cv2.putText(im, str(1) ,(10,20), font, .5,(0,255,0),1,cv2.LINE_AA)
cv2.putText(im, "/" ,(38,20), font, .5,(0,255,0),1,cv2.LINE AA)
cv2.putText(im, str(len(self.Video)) ,(45,20), font, .5,(0,255,0),1,
cv2.LINE AA)

Step2: Detect real frames
elif prob>0.5:\\ Real case
draw face rect(im, point,0,0,255)
draw face landmarks(im, point)
print ("probability : ",prob,"  Forged\n")
Xxmin, ymin = np.min(point[:, 0]), np.min(point[:, 1])
font = cv2.FONT HERSHEY SIMPLEX
cv2.putText(im, str(prob) ,(xmin,ymin-8), font, .5,(0,0,255),1,
cv2.LINE AA)
cv2.putText(im, str(1) ,(10,20), font, .5,(0,255,0),1,cv2.LINE AA)
cv2.putText(im, "/" ,(38,20), font, .5,(0,255,0),1,cv2.LINE_AA)
cv2.putText(im, str(len(self.Video)) ,(45,20), font, .5,(0,255,0),1,
cv2.LINE AA)
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CHAPTER FOUR
THE EXPERIMENTAL TEST AND RESULTS

4.1 Introduction

The performance of the proposed method in this thesis is evaluated by
conducting a set of experiments done on the UADFV Dataset [12]. These
experiments and their results are described in full detail in this chapter. The
experiment is conducted using a computer running Windows10 operating system
with an Intel® Core™ 17-7700HQ processor with a memory of 16GB. The
computer also contains an Nvidia GTX1080Ti with 8GB of memory that is used
to accelerate the neural networks’ computations. The method is implemented and

evaluated using the Python programming language version 3.6.

4.2 UADFYV dataset

DeepFake video detection using the Haar Wavelet Transform system was
tested on the UADFV dataset which is available publicly. The UADFV dataset is
made up of 98 videos, 49 counterfeit videos, and 49 original videos and these
videos contain around 32,752 frame sequences, each frame in the video will be
extracted as a single image at a frame rate of 30 frames per second, next, the
frames will be passed into the facial recognition Dlib module for facial extraction.
In the dataset, The length of each video ranges between 2 up to 44 seconds, the

average of all videos length is around 11.26 seconds.

4.3 Experimentation results

As illustrated below, the experimental results will be classified into two
major types depending on the detection of blur extent by wavelet transformation.
In the beginning, all the frames image data will go through the preprocessing
stages, the image is classified into two main categories, images that labeled as

real (original) and images that are labeled as fake (counterfeit). The frames
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images of each video are classified as real or fake according to the percentage of
being fake, less the 0.5 is classified as real images and above 0.5 is classified as
fake images, each one will be labeled with its result and the norm is calculated
for the whole video (as described in 2.13). The difference between exceedingly
of these frame images is very difficult to be distinguished by the naked eye due
to the hidden artifacts and low resolution on detecting the forgery videos.

In the carried experiment on the UADFV dataset, the proposed detection
system has achieved a high detection rate ratio (100%) to localize and detection
of DeepFake videos. The DeepFake detection possibility ratio is defined as the
number of the mean average of all frames possibility detection of being fake in
each video.

The results of each video bellow are represented with the following
parameters:

e The name of the video which is under test: the video files of the UADFV
are numbered from ‘0000’ to ‘0048°. The name of the dataset videos is
described as the file name with ‘ fake’ extension which refers to fake
video. The real video file names are without the  fake’ extension (E.g.
0000.mp4 1s a real video and 0000 fake.mp4 is a fake video)

e The ‘Number of REAL frames chains’ and the ‘Number of FAKE frames
chains’, both show the number of contiguous frames of the real and fake
detected frames, only longer than 30 continuous frames are counted, which
represent 1 second of a video scene. In some cases the chain is cut by one
or two frames, this case is taken under consideration.

e The ‘Max length of REAL chain” AND ‘Max length of FAKE chain’, both
show the longest chain in the two cases real and fake cases.

e The ‘Total number of REAL frames’ and ‘Total number of FAKE frames’,
both show the total frame count for each video at the rate of 30 frames per

second.
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e Possibility of being Fake, The possibility of being fake is calculated by
taking the mean average of all the possibilities of the total frames. The
higher possibility percentage refers to the high possibility of being fake and

vice versa, the smaller percentage of possibility refers to real.

The threshold which distinguishes between real and fake is 0.5, any
value under 0.5 is considered as real and any value above 0.5 is considered
as fake. This is not a fixed threshold, it can be changed due to the

circumstances.

e The three graphs for each video are described as follows:
= The first graph represents the relation between the blur extent of the
real and fake frames as shown in Figure (4.1). It is very noticeable
that in real cases the amplitude of both real and fake have the same
pattern. The only difference in the amplitude value, but the case of
fake videos the pattern is never the same. This illustrates that in real
video cases the region of the face and surrounding context almost

have the same blur function.

Real video frames case. face extent & contast axtent Faka wideo frames case. face sxtent & context extent
a3 | —— Face bluf extent & | —— Fate bluf extent

Cantact blur axtent Ciantext blur axtent
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Figure 4.1: The difference between the real and fake patterns of blur extent in real and
fake cases. On the left, the results of the real video 0000.mp4. On the right, the fake
video 0000 fake.mp4.

» The second graph represents the possibility of all frames.

= The third graph represents the difference between the bure extent
between the ROI and context region. It is obvious that in real video
cases it is relatively small.
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4.4 Results Evaluation

The test and result of the whole experiment done on the UADFV dataset,
each test was carried on the real video and the fake version of the same video.
The experiment result gave good and accurate results with a few nuances.

The experimental results are classified into two main groups depending on
some criteria as described in each group:
Group (1): This group of results holds the real-video and fake-video data who
have a significant low possibility of being a fake-video for real video test and
high possibility of being a fake-video for fake ones. The table (4.1) shows the
videos which were less than 0.1 possibilities of being a fake-video and larger than
0.8 for fake-videos. The details of the parameters of each test in both cases (real-
video shaded with light green color and fake version of the same video shaded in
light red color). In each testing case, the count of real and fake frames, the max
length of the chain count, and the total number of frames are shown. The table
also shows the percentage of probability of being fake for the two versions of the

tested video.

Table 4.1: The parameters result in real and fake videos of the group (1).

Real frames Fake frames
. Numbe Max Number | Max Total Probabilit
Video | Real/f r of length nT::ltl?ir of length | number | y of being
name | ake | ppajy, of | FPENT | FAKE | of of Fake
frames REAL £ frames | FAKE | FAKE
chains chains rames chains | chains | frames
0000 Real 1 292 292 0 0 0 0.0014450
Fake 0 1 2 1 290 290 0.9907342
0002 Real 1 244 244 0 0 0 0.0008504
Fake 0 0 0 1 244 244 0.9960736
Real 1 148 148 0 0 0 0.0040497
0003
Fake 0 0 0 1 148 148 0.9956517
0008 Real 1 259 259 0 0 0 0.0019239
Fake 0 0 0 1 259 259 0.9964447
0009 | Real 1 295 295 0 0 0 0.0078645

53



Chapter Four The Experimental Test and Results

Fake 0 1 2 1 293 293 1 0.9942743
Real 1 454 454 0 1 1 0.0348293
0010 Fake 5 26 105 1 350 350 | 0.8955917
Real 1 415 415 0 1 1 0.0214686
0011 Fake 0 0 0 1 416 416 | 0.9985050
Real 1 204 204 0 2 6 0.0348293
0012 Fake 3 25 44 1 166 166 | 0.9924196
Real 1 374 374 0 0 0 0.0092202
0013 Fake 0 0 0 1 374 374 | 0.9993946
Real 1 204 204 0 0 0 0.0008383
0014 Fake 0 2 4 1 200 200 | 0.9980878
Real 1 217 217 0 0 0 0.0007775
0015 Fake 0 2 3 1 214 214 | 0.9948997
Real 1 129 129 0 0 0 0.0079271
0016 Fake 0 0 0 1 129 129 | 0.9998679
Real 1 113 113 0 0 0 0.0073886
0017 Fake 0 0 0 1 113 113 | 0.9934983
0020 Real 1 111 111 0 0 0 0.0012944
Fake 0 0 0 1 111 111 0.9955046
Real 1 146 146 0 0 0 0.0009763
0021 Fake 0 0 0 1 146 146 | 0.9899419
0022 Real 1 345 345 0 0 0 0.0092905
Fake 0 1 3 1 342 342 | 0.9896996
Real 1 227 227 0 2 2 0.0579688
0023 Fake 0 0 0 1 229 229 | 0.9981300
0024 Real 1 226 226 0 0 0 0.0073902
Fake 0 0 0 1 226 226 | 0.9994646
0025 Real 0 150 150 0 0 0 0.0092650
Fake 0 1 2 0 148 148 | 0.9848901
0026 Real 1 236 236 0 0 0 0.0500271
Fake 0 0 0 1 236 236 | 0.9948576
0027 Real 1 193 193 0 0 0 0.0061967
Fake 0 2 9 1 184 184 | 0.9800793
0028 Real 1 128 128 0 2 2 0.0689215
Fake 2 24 39 1 89 89 0.9313839
0030 | Real 1 285 285 0 0 0 0.0006197
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Fake 0 0 0 1 285 285 | 0.9995751

1 Real 1 167 167 0 0 0 0.0085000
003 Fake 0 0 0 1 167 167 | 0.9947833
0035 Real 1 134 134 0 0 0 0.0025192
Fake 3 31 56 3 38 78 0.8907156

A1 Real 1 1025 1025 0 0 0 0.0020856
00 Fake 1 787 787 14 29 238 | 0.6366360
0043 Real 5 &9 265 0 3 6 0.0703729
Fake 5 223 599 15 62 337 | 0.6686435

0044 Real 1 1143 1143 0 1 1 0.0169384
Fake 6 343 676 8 199 468 | 0.7862259

0045 Real 1 890 890 0 5 7 0.0794575
Fake 6 69 168 3 484 727 | 0.9746366

0046 Real 1 685 685 0 0 0 0.0189505
Fake 3 187 314 7 152 372 | 0.8705340

004 Real 1 795 795 0 0 0 0.0059579
! Fake 8 24 126 1 669 669 | 0.9712068
0048 Real 1 906 906 0 1 1 0.0045685
Fake 2 66 299 9 145 608 | 0.6431676

Group (2): This second group of results also holds the real-video and fake-video data
who have a relatively low possibility of being a fake-video which was larger than
(0.1) but still less than (0.5) and it is classified as real. Table (4.2) shows the details
of the parameters of each test in both cases (real-video shaded with light green color
and fake version of the same video shaded in light red color). The table illustrates the
details of the parameters of the percentage of the probability of being fake for the two
versions of the tested video. It is observed that the results gave accurate classification
due to the larger numbers of the real frames count compared to the number of fake
count of fake frames in testing real-videos case. There were no problems in classifying

the fake-videos.
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Table 4.2: The parameters result in real and fake videos of the group (2).
Real frames Fake frames
Video Number | Max Total | Number | Max Total Probal.)ility
Real/fake of length | number of length | number of being
hame REAL | of of FAKE | of of Fake
frames | REAL | REAL | frames | FAKE | FAKE
chains | chains | frames | chains | chains | frames
0001 Real 2 107 176 1 15 16 0.6358514
Fake 0 0 0 1 192 192 | 0.9932180
0004 Real 1 109 109 1 3 7 0.3922831
Fake 0 0 0 1 116 116 | 0.9995335
0005 Real 2 149 169 1 13 18 0.4290066
Fake 0 1 1 1 182 182 | 0.9790777
0006 Real 1 133 133 1 6 6 0.1586502
Fake 0 1 1 1 138 138 | 0.9988409
0007 Real 1 126 126 2 20 34 0.3396877
Fake 0 0 0 1 160 160 | 0.9988966
0018 Real 4 60 197 4 114 190 | 0.4399268
Fake 0 0 0 1 387 387 |0.9982541
0019 Real 1 160 160 1 12 24 0.4710102
Fake 0 0 0 1 184 148 | 0.9958181
0029 Real 1 155 155 0 1 | 0.2109814
Fake 1 8 13 1 143 143 | 0.9763031
0032 Real 1 186 168 0 2 5 0.1686206
Fake 0 2 2 1 189 189 |0.9927478
0033 Real 2 36 48 0 3 5 0.2391251
Fake 0 1 1 2 40 35 0.9987076
Real 1 255 255 1 10 17 0.4651044
0034
Fake 2 170 191 3 43 69 0.9376071
0036 Real 1 109 109 1 6 17 0.4072702
Fake 1 68 68 2 45 58 0.7316802
0037 Real 1 103 103 0 3 6 0.1861137
Fake 0 0 0 1 109 109 | 0.9972766
0038 Real 1 101 101 1 16 22 0.3061335
Fake 1 6 6 1 117 117 | 0.9999005
0039 Real 1 111 111 1 6 6 0.2687746
Fake 0 0 0 1 117 117 |0.9999034
0040 Real 1 1206 1206 1 12 46 0.2221643
Fake 8 15 133 1 1091 | 1091 | 0.9738446
0042 Real 1 1299 1299 0 4 23 0.1663141
Fake 12 51 303 1 1019 | 1019 | 0.9699268
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The Figures (4.2 to 4.50) illustrate the relationship between the blur extent
for both cases (Real-version and Fake-version) of all UADFV dataset files.

Looking at the results shown in tables (4.1 and 4.2), there were some cases
like in 0036 _Fake.mp4, 0041 Fake.mp4, 0043 Fake.mp4, and 0044 Fake.mp4
the reading of the total number of real frames was bigger than the reading of the
total number of fake frames, thus the classification of the video points the video
is fake due to many considerations such as the big difference between the blur of
RIO region and the surrounding context and the mismatch of the pattern between
the blur of RIO region and the surrounding context, see Figure (4.38, 4.43, 4.45
and 4.46).
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Figure (4.2): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0000.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.3): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0001.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.4): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0002.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.5): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0003.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.6): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0004.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.7): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0005.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.8): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0006.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0007_fake.mp4

Figure (4.9): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0007.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.10): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0008.mp4”. (a) Real video-version, and (b) Fake video-version.

61




Chapter Four The Experimental Test and Results

- Fieal wdeo frames case: [ace extent & costext exbent Eeal wideo frarnes case: Probabibity 0 O07BESSE2 Blur diff face extent - comtext axbent
T T Bld
| e Pt BHIT GEtRRL & Real framas | E Frwl sl
el —— Contest blur exbent s 01z 4 =
H Y oare
. 3
I . g oo |
L] L] w @ L i
. o .. L E a0
T IRLP é 5 a04]
I
mm— =]
Bz
20e
[ = W B m B E0 [ = w18 me B E0 [ = w18 me B E0
Framas Framas Framas
(a) Testing: C:\uadfv\Dataset\0009.mp4
Fafoe vadeo frames caze: face extert & conbaxt extank Fake widoo frames case. Probability 59842743 Ehur dif face extent - context axtent
a5 { I I
s Faci Blur putent Lo § - = e wr | = Fako yidao
4| — Conent bl sxtent q ‘ﬁ‘, =.:'I !_q.- - t?-'- |
| w] Y. e e AL —a
4 Bt tha T 5
= i 8 s ., * bR
LRI . Pai i b
E ' "
T . "5 &
0ry » [
- g
nEd - By
s Fake frames - o)
T 5 T T
] = pEU 12 ma Faly ©a . ] = pEU 12 ma Faly ©a ] = = 12 ma baly ©a
Framas Framas Framas

(b) Testing: C:\uadfv\Dataset\0009 fake.mp4

Figure (4.11): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0009.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0010 fake.mp4

Figure (4.12): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0010.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0011 fake.mp4

Figure (4.13): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0011.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0012_fake.mp4

Figure (4.14): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0012.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0013 fake.mp4

Figure (4.15): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0013.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0014 fake.mp4

Figure (4.16): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0014.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0015_fake.mp4

Figure (4.17): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0015.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0016_fake.mp4

Figure (4.18): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0016.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0017_fake.mp4

Figure (4.19): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0017.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.20): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0018.mp4”. (a) Real video-version, and (b) Fake video-version.

66




Chapter Four

The Experimental Test and Results

Real wideo frames case: face extont & coevtet: exbent

Real vedoo frames case Probahibdy 0.4710102

Ehur dif face extent - cordeat oxbent

U — Faco blur axtent
—— Conter? b satent

Wy

Biar Extane

0 « Rsal frames - - -
':|_n1.iI - .':1:
J 15" wg mw &
£ . . l‘- -"- - .
ol f® o b
i . - - g R Ly e
* (ol T Y
oa 4 "é‘r}ﬁts - :

-

W

Hiar Exment Defferenoe

; MWM

=

-

L] ] ] L] ns By & I

(a) Testing: C:\uadfv\Dataset\0019.mp4

Fafos vadeo frames case: face extert & conbaxt extank

(] -1 ] T R TEE 1%

Framans

Fake wideo frames case: Probabiliy 059581814

] L] LY 2% = s
Framas

Edur diff face extent - costext axbent

b — Fac blur gxtont o) & Fakg framas B | = Fakd vidoo
ol I'_— Contest blur extert i ff:ﬁ‘é“‘w f:ﬁ“‘{:-h o
" | mm ""h:: 'l‘* 4 ‘. b Eﬁ:
¥ 1| =™ = . . ™ & ¥
E EHHI " . éa.
- | T'E Euﬂi : x 3]: llw
. ol ' 3a)
&8s ® NI
bt a8 | 51
R ? B ® A W m DA 1m

L} = = i 0 2% = s

L} = = i 0 2%
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Figure (4.21): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0019.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.22): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0020.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0021 fake.mp4

Figure (4.23): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0021.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0022_fake.mp4

Figure (4.24): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0022.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0023 fake.mp4

Figure (4.25): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0023.mp4”. (a) Real video-version, and (b) Fake video-version.
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(a) Testing: C:\uadfv\Dataset\0024.mp4
Faiioe vidpo frames case: face extent & contoxt extank Fake video frames case: Probabiity 099950483 Blur diff face extent - context axtert
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(b) Testing: C:\uadfv\Dataset\0024 fake.mp4

Figure (4.26): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0024.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0025_fake.mp4

Figure (4.27): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0025.mp4”. (a) Real video-version, and (b) Fake video-version.
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(a) Testing: C:\uadfv\Dataset\0026.mp4
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(b) Testing: C:\uadfv\Dataset\0026_fake.mp4

Figure (4.28): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0026.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0027_fake.mp4
Figure (4.29): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0027.mp4”. (a) Real video-version, and (b) Fake video-version.
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(a) Testing: C:\uadfv\Dataset\0028.mp4
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(b) Testing: C:\uadfv\Dataset\0028 fake.mp4

Figure (4.30): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0028.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0029 fake.mp4

Figure (4.31): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0029.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0030_fake.mp4

Figure (4.32): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0030.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0031 fake.mp4

Figure (4.33): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0031.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0032_fake.mp4

Figure (4.34): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0032.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0033 fake.mp4

Figure (4.35): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0033.mp4”. (a) Real video-version, and (b) Fake video-version.
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(a) Testing: C:\uadfv\Dataset\0034.mp4
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(b) Testing: C:\uadfv\Dataset\0034 fake.mp4

Figure (4.36): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0034.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0035_fake.mp4

Figure (4.37): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0035.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.38): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0036.mp4”. (a) Real video-version, and (b) Fake video-version.
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(b) Testing: C:\uadfv\Dataset\0037_fake.mp4

Figure (4.39): The face blur extent & context blur extent, probability of being fake, and blur

differences for video “0037.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.40): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0038.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.41): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0039.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.42): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0040.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.43): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0041.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.44): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0042.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.45): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0043.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.46): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0044.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.47): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0045.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.48): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0046.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.49): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0047.mp4”. (a) Real video-version, and (b) Fake video-version.
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Figure (4.50): The face blur extent & context blur extent, probability of being fake, and blur
differences for video “0048.mp4”. (a) Real video-version, and (b) Fake video-version.
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4.5 Test sample

A test sample is shown in Figure 4.51, the video is one of the “UADFV”
datasets, with a length of 292 frames (approximately 10 sec) which prove the
strength of the proposed method in the detection of fake synthesized face. The
results show the difference between the sharpness edges of (ROI) area by the edge
sharpness value (the large value the more sharpness the edges are). A comparison
of the methods that have been using the UADFV dataset is shown in table (4.3).

Table 4.3: A comparison of DeepFake methods that are tested with the UADFV dataset.

Methods Study Classifier | Performance | Year
Two-stream NN Zhou et ta. [16] CNN+SVM 85.1% 2017
Meso-4 Afchar et al. [15] CNN 84.3% 2018
Head Pose Yangetal. [11] SVM 89.0% 2019
Face Warping Features Lietal. [24] CNN 97.7% 2019
Proposed Model CNN+DWT 100% 2020

Real video Fake video

(=]
o

Fake preceniage
o o -
I

Frames

Sharpmess
I

Frames

Figure 4.51: Sample test of the proposed method on one of the “UADFV” DeepFake
dataset.
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CHAPTER FIVE
CONCLUSIONS AND FUTURE WORKS

5.1 Conclusion

This thesis proposes a new approach to detect the forged videos generated
by GANSs called DeepFake videos. This detection process depends mainly on the
imitations of current DeepFake software which generates limited low-resolution
synthesized faces, thus causes distinctive artifacts, where a blur function is used
to diminish the presence of these artifacts.

Several conclusions have been stimulated through this work and the
obtained test results for the proposed system. Some of these conclusions are
summarized in the following remarks:

1. This method differs from previously explored methods because the
networks make decisions by incorporating artificial intelligence with the
DWT.

2. An exhaustive analysis of the DeepFakes detection evolution, focusing on
facial regions and fake detection performance.

3. The Wavelet transform is a powerful tool to fulfill this purpose by detecting
the blur by the edges type.

4. The testing results from experimentation on the “UADFV” Dataset
indicate that this method is very effective with high accuracy with
significantly less time compared to other methods.

5. Although the proposed algorithm can detect fake videos with a satisfactory
success rate. However, the proposed algorithm still has some limitations
(e.g. a bit of accuracy is influenced by the change of illumination, video

stream resolution, and noise ratio in the background).
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5.2 Future Work

It is observable that combat and the challenge between those who employ

advanced machine learning to produce DeepFakes videos with people who make

a great effort to detect DeepFakes videos are growing and increasing. Due to the

increase of DeepFakes quality and its performance, the methods of detection need

to be amended and improve accordingly. This work will hope to be continued in

the future in several directions as explained in the following suggestions:

1-

2-

The revelation and inspiration should concentrate on what has broken by
artificial intelligence can be fixed by artificial intelligence as well.

The methods of detection are still in their early stages and various methods
have been suggested and evaluated but using different datasets. It would
be a good idea to create a growing dataset and updated benchmark of
DeepFakes detection methods to validate the continuous development. By
doing that the training process of detection models will be facilitated,
especially those which require a major training set.

Furthermore, most of the current detection methods depend on the
drawbacks of the DeepFake production pipelines, i.e. finding weaknesses
of the processes to attack them. This type of knowledge and information is
not always easily obtainable in adversarial environments where attackers
usually try not to reveal such creation technologies of DeepFake video.
That represents detection method development real challenge and research
in the future should concentrate on introducing more robust, generalizable,
and scalable methods.

Moreover, research should be directed into distribution platforms such as
social media to increase the effectiveness in dealing with the diffuse impact
of DeepFakes by using integrated detection methods. Using effective
detection methods such as filtering or screening technique mechanism can

be performed on these platforms to facilitate DeepFakes detection.

84



Chapter Five Conclusions and Future Works

5- The new blockchain technology has been introduced effectively in many
fields, but very few studies so far handle the DeepFake detection problems
based on this technology. Where it can produce a unique unchangeable
blockchain of metadata, it is a great solution tool for digital provenance.
The research direction of blockchain technology integration is still far from

being a mature solution.
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